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1. JNTRODUCTlON 

I. In this Order. the Commission responds to the pt-actice of "pirtexting"' by strengthening out- 
rules to protect the privacy of customer proprietary network information (CPNi) '  that is collected awl  
held by providers of communications services (hereinafter. communications carriers or  carriers).' Seciion 
222 of the Communications Act requires telecommunications carriers to take specific steps to ensure that 
CPNl is adequately protected from unauthorized disclosure.' Today. we  sti-engthen out- privacy rules by 
adopting additional safeguards to protect customers' CPNl  against unauthorized access and disclosure. 

2. Our Order is directly responsive to ihe actions of data brokers, or pretexters. to obtain 
unauthorized access to CPNI. As the Electronic Privacy information Center (EPIC)  pointed out in its 

' As used in this Order. "pretexting" is the practice of pretending to be a particular customer or other authorized 
person in order lo obtain access to that customer's call detail or other private communications records. Indeed. 
Congress has responded to the problem by making pretexting a criminal offense subject to fines and imprisonment. 
Telephone Records and Privacy Protection Act of 2006. Pub. L. No. 109-476. 120 Slat. 3568 (2007) (codified at 18 
U.S.C. 8 1039). 

communications services. Section 222 of the Communications Act of 1934. as amended (Communications Act. or 
Act). establishes a duty of every telecommunications carrier to protect the contidentiality of its customers' CPNI. 
47 U.S.C. 8 222. Section 222 was added 10 the Communications Act by the Telecommunications Act of 1996. 
Telecommunications Act of 1996, Pub. L. No. 109-104. 110 Stat. 56 (codified at 47 U.S.C. $8 151 ef seq.). 

This Order also extends the CPNl requirements to interconnected VoIP service providers. See infra Section 1V.F 
As used in this Order. the terms "communications carriers" and "carriers" refer to telecommunications carriers and 
providers of interconnected VoIP service. 

operations of AT&T. the Bell Operating Companies (BOCs). and GTE. and the cuslonier premises equipment (CPE) 
operations of AT&T and the BOCs. in the Computer I I .  Computer Ill. GTE Open Network Architecture (ONA). and 
BOC CPE Relief proceedinp See liiii~l(,iii[,rifari~iii oj rlir T~,le[[ii~iiiiiiiiic(ifioii.T Acr of 1996: T~,lrcoiirriirrrii[flri~ii.~ 
Cor-ri<,r.< ' U.TC of Cii.w,mer Proprirrn,:i. N m + . o i - h  Inforriiorioii o r i d  Orlier Ciisroiiier li!foi-iirorioir oiid l i i i i~ l i , i i i ( , i i f f l f i , i r r  

sf N [ J ~ ~ - A ,  i~fJiiirriiig Sflfrgiiirrds of Srtrioiis 171 r i m l  272 of rlir Coirriiiitriic ofio,i.s i l c . 1  ,!f I Y.73. iI.5 ilrii(widrd. CC 
l h . k e t  Nos. Y6-I I 5  and 96- 149. Sewnd Rcl~oi-t and Order ;ind 1:urther Nolic.e 01Propo~rd Rulemakin:. 1.7 FCC 
1h.d Nlhl .  X068-7tl. pwii. 7 1 IUY8i IC/'.!'/ Or,/vi.i ide\i'rihin: the Ciminiis\i<?n'\ lpri\;!c'! ~ p ~ n ~ i e ~ ~ t i m i ~  t W r ~  uuifideiitiitl 
i ' i i s t < i i i i r i  i i i I ~ ~ r i i i ; i ~ i o i i  i n  pli iw liriiii to tlir I$t% 41.1 I 

CPNl includes personally identifiable information derived from a customer's relationship with a provider of 

, 
Prior to the 1996 Act. the Commission had established CPNl requirements applicable to the enhanced services 
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petition that led to [his rulemakiiif pi-oceeding.’ nun~erous websites advei-tise the sale of personal 
telephone i-ecoid:. foi- a price. These data brokers have been able to ohtain private and personal 
infoi-mation. including whai calls were made io and/or from a particular telephone number and the 
duration of such calls. I n  mmiy csses. the data brokers c la i in  to be able to provide this infom~atioi~ within 
fairly quick time frames. ranging Ti-om a few hours to a few days. The additional privacy safeguards we 
adopt today will sharply limit pretexters’ ability to obtain unauthorized access to this type of personal 
customer information from carriei-s we i-egulate. We also adopt a Funher Noiice of Proposed Rulemaking 
seeking coiiiment on what steps the Commission should take. if any. to secure funher the privacy of 
customer infoi-mat ion. 

11. EXECUTIVE SUMMARY 

1. As discussed below. we take the following actions to secure CPNI: 

Carrier  Authentication Requirements. We prohibit carriers from releasing call detail 
information to customers during customei--initiated telephone contact except when the customer 
provides a password. I f  a customer does not pi-ovide a password. we prohibit the i-elease of call 
detail information except by sending it to an addi-ess of record or by the carrier calling the customer 
at the telephone of record. We also require carriers to provide mandatory password protection for 
online account acce 
store contact with a valid photo lD. 

Notice lo Customer of Account Changes. We irquire carriers to notify the customer immediately 
when a passwoi-d. customei- response to a back-up means of authentication for lost or forgotten 
passwoi-ds. online account. oi- address of recoi-d is created or changed. 

Notice of Unauthorized Disclosure of CPNI. We establish a notification process for both law 
enforcement and customers in the event of a CPNl breach. 

Joint Venture and  Independent Contractor Use of CPNI. We modify our rules to require 
carriers to obtain opt-in consent from a customer before disclosing a customer’s CPNI to a carrier’s 
joint venture panners or independent contractors for the purposes of marketing communications- 
related services to that customer. 

Annual CPNl Certification. We amend the Commission’s rules and require carriers to file with 
the Commission an annual certification, including an explanation of any actions taken against data 
brokers and a summary of all consumer complaints received in the previous year regarding the 
unauthorized release of CPNI. 

CPNI Regulations Applicable t o  Providers of Interconnected VolP Service. We extend the 
application of the CPNl rules to providers of interconnected VolP service. 

Enforcement Proceedings. We require carriers to take reasonable measures to discover and 
protect against pretexting. and, in enforcement proceedings. will infer from evidence of 
unauthorized disclosures of CPNl that reasonable Drecautions were not taken. 

Howevei-. we perinit carriers to pi-ovide CPNl to customers based on in- 
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Business Cuslomers. In limited circumstances. we pel-mit can-iers to bind themselves 
contractually to authentication regimes othei- than those adopted in this 01-der for services they 
pi-ovide to their business customei-s that have a dedicated account representative and co~i t rac ts  that 
specifically address the carrier's protection of CPNI. 

111. BACKGROUND 

A. Section 222 and the Commissioii's CPNI Rules 

3 .  Sruridror? Aurhoriry. I n  section 222. Congi-ess created a framework to _govern 
 telecommunication^ carriers' pi-otection and use of infoi-mation obtained by virtue of providins a 
telecommunications service.' The section 222 framework calibrates the protection of such information 
from disclosure based on the sensitivity of the information. Thus. section 222 places fewer restrictions on 
the dissemination of information that is not highly sensitive and 011 information the customer authorizes 10 
be released. than on the dissemination of more sensitive information the carrier has gathered about 
particular customers.' Congress accorded CPNI. the category of customer information at issue iii this 
Order. the greatest level of protection under this framework. 

' Section ?22(a) imposes a general duly on leleconimunicalions carriers to protect the confidentiality of proprietary 
information - a duty owed to other carriers. equipment manufacturers. and customers. 47 U.S.C. 5 222(a). 
Section 222(b) states that a carrier that receives or obtains proprietary information from other carriers in order to 
pro\'ide a telecomniunications ser\,ice ma! only use such infoi-mation for that purpme and may not use that 
information for its own markelins effons. 4 1  U.S.C. 5 222(b). Section 222(c) outlines !he confidenliality 
protections applicable to customer infhrnialion. 41 U.S.C. $ 222(c). Section 222td) delineates certain exceptions 
lo the general principle of confidentiality. 47 U.S.C. $ 222(d). The Commission addressed the scope of section 
222(e) in the Svbscr-iber- Lisr Injonwrion 01-der and Ordei- on Reconsiderorion. Implenienrorion of the 
Teleeoi~rmiiiiicorioii.~ Acr i f  1996: Telccoiiiiiiririicarioii.~ Coi-riers ' Use of Cnsromei- Pi-iJpi-ieror:v Nefi4.a-k 
Injorrwrion and Orher Cusromer Injornwrion. Implemenrorioii of rhe Local Coniperitioit Proi;isions of rhe 
Telerommunicarions Acr of 1996. ProiYsion of Direcron Lisring Informarion Under the Telecommunicorions Acr 
of 1934. as amended. CC Docket Nos. 96.1 15. 96-98. and 99-273. Third Report and Order, Second Order on 
Reconsideration. and Notice of  Proposed Rulemaking. 14 FCC Rcd 15550 (1999) (Subscriber Lisr Information 
Order). on reconsiderorion. CC Docket No. 96-1 15. Memorandum Opinion and Order on Reconsideration, 19 
FCC Rcd 18439 (2004) (Order on Reconsiderorion). 

The Commission's previous orders in this proceeding have addressed three general categories of customer 
information to which different privacy protections and carrier obligations apply pursuant to section 222: ( I )  
individually identifiable CPNI. (2) aggregate customer information. and (3) subscriber list information. See. e&. 
CPNI Order. I 3  FCC Rcd 8061: Implemenrorion of the Telecommunicorions Act of 1996: Telecomniunicorions 
Corriers' Use of Customer Proprieron Nemork lnforiwrion and Orher Cusromer Informmion. lmplemenrorion of 
rhe Local Competirion Provisions of rhe Telecommunicorions Acr of 1996. Proi:ision of Dir-ecron Lisring 
Information Under the Telecommunications Act of 1934. os omended. CC Docket Nos. 96-1 15.96-98. and 99-273. 
Order on Reconsideration and Petitions for Forbearance. 14 FCC Rcd 14409 (1999) (CPNI Reconsideration 
Order): Implemenrarion of {lie Teleconimunirotions Acr of 1996: Teleconimunirorions Carriers' Use of Cusromer 
Proprieron N e r w r - k  Infornwrion and Orher Cusromer Informmion. Implemenrorion of rhe Local Comperirion 
Proi,i.~ioris ojrhe Teleco~nmiinicorio~is Acr of 1996. Proiisioit of Direcron Lisring Iifoniwrion Under rhe 
Telecominirnicorioons Acr of 1934. as amended. CC Docket Nos. 96-1 15.96-98. and 99-273. Clarification Order 
and Second Further Notice of Proposed Rulemaking. 16 FCC Red 16506 (2001 1: hii~~leiiienrarioii nj'rlie 
Ti~/~c~~mii7rr~iicario,is Arr oJ 1996: T~,le(.oiiiinrrriieario,ls Cnf-rier.7 ' Use of Cusrrnner Pr-opi-iPrai? Nrncork 
li~jioi-mnri~iii rind Other- Citslomrr- / i~ f~~l i i f l l i iJ i i  (rnd / ~ ~ ~ p / ~ ~ ~ 7 i ~ ~ f i o i i ~ ~ ~ i  of No,i-Arror~iiri i l~ Snfrg,rords of S ~ ~ r ~ , m r  271 
iiird 272 01 rhr C ~ ~ i i ~ t ~ i i i i ~ i i ~ i i r i ~ ~ i i . ~  Acr of 19.74, i i . v  (!iwnd(,d: NO0 Biwiiiiol R(,pnluior:v R m i m  ~ Rei.icii. of Poli(.ie.c 
iiid R i i l r  Coii(.c,uiin# U~1~~111 io i - i : i ~~ I  C'lioiigeY of Coiiviiiiwr.7 ' L , i i i ~  Di.stoim, Ciirri<,rx Third Rrpijrt and Order and 
'l%ird Furthri Notice oiProposed Ruleiii:ihing. CC Ih>c,kel NIS. 96- I IS. Yh- 149. and 00~?57. 17 FCC k d  I4ShO 
I ?Ill)? I l l i i ~ ~ ~ l  Rc',njr~ l i , i , l  On/c,,-i. 

1 
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5 .  CPNl is defined a> "1.4 I information thai relaies io ihe quaniity. technical configuration. iype. 
destination. location. and aiiiouiit of use of a telecommunications service subscribed to by any customer 
of a teleconimunications cai-1-iei-. and that i s  made available io the carrier by the customer solely by vinue 
of the cari-ier-customer relationship: and (B) infoi-niation contained in the bills penaining to telephone 
exchange service or telephone toll set-vice received by a customer of a carrier.''K Practically speaking, 
CPNl includes information such as the phone numbers called by a consumer: the frequency. duration. and 
timing of such calls: and any sei-vices purchased by the consumer. such as call waiting. CPNl thei-efore 
includes some highly-sensilivt. personal information. 

6.  Section 222 reflects the balance Congi-ess sought to achieve between giving each customer 
I-eady access io his or hei- own CPNI. and pi-otecting cusloniei-s from unauthorized use 01- disclosure of 
CPNI. Every te1rrommunic;rlioiis mi-irier has a general duty pui-suant to section 222(a) to protect the 
confidentiality of CPNLq In addition. section 222(c)( I )  provides that a can-ier may only use. disclose. or 
permit access to customers' CPNl in limited cii-cumstances: ( 1 )  as required by law:" (2) with the 
customer's approval: or (3)  in its provision of the telecominunications service from which such 
information is derived. or seiwices necessary to 01- used in the provision of such telecommunications 
service. 
disclosure of. their own CPNI." Specifically. pursuant to section 222(c)(2)_ every telecommunications 
carriei- must disclose CPNl "upon affirmative written request by the customer. to any person designated 
by the customer ...I' 

I 1  Section 222 3150 guni-antees that customers h s w  a right IO obtain access to, and compel 

7 .  E.xisring Sajeguards. On February 26, 1998. the Commission irleased the CPNl Order in 
\\ hich i t  adopted a set of rules implementin? section 222." The Commission's CPNl rules have been 
amended from lime to time since the CPNI Order. primarily in respects that do not directly impact the 
issues I-aised i n  this Ordei-. Hei-e. we focus on the substance ofthe Commission's rules most relevant to 
this Order. and briefly review the history of the creation of those rules only to the extent necessary to 
provide appropriate context for the actions we take today." 

8. In the CPNl Order and subsequent orders, the Commission promulgated rules implementing 
the express statutory obligations of section 222. Included among the Commission's CPNl regulations 
implementing the express statutory obligations of section 222 are requirements outlining the extent to 
which section 222 permits carriers to use CPNI to render the telecommunications service from which the 

47 U.S.C. 8 222(h)( I ) .  

47 U.S.C. 5 222(a). 
lo See. e.g.. Inrplemenrorion of die Telecommunicorions Acr of 1996: Telecoinnzunicorions Carriers' Use of 
Customer Proprieran NerM,ork Information and Orher Cusromer Information. CC Docket No. 96-1 15. Declaratory 
Ruling. 21 FCC Rcd 9990 (2006) (clarifying that section 222 does not preveni a telecommunications carrier from 
complying with the obligation in 42 U.S.C. § 13032 Io report violations of specific federal statutes relating Io child 
pornography). 

I '  47 U.S.C. p 222(c)(1). Subsequent to the adoption of section 222(c)(l). Congress added section 222(f). Section 
222(f) provides that for purposes of section 222(c)(I). without the "express prior authorization" ofthe customer. a 
customer shall not be considered to have approved the use or disclosure of or access to ( I )  call location 
information concerning the user of a commercial mobile service or (2)  automatic crash notification information of 
any person other than for use in the operation of an  automatic crash notification system. 47 U.S.C. 3 222(f-). 

"See CPNI Ode! - .  I3 FCC Rrd at 8 101-02. para. Si 

47 U.S.C. t 222ICN2).  l i  

I' S w  CPNI Or-d<,r. I3 FCC I31.d %Oh I 

The Comniis\iim sunini;irixd tlie l i i \ lo i~!  (11 tlir CPNl p r < , t m 4 i i ;  iii Ihc 7 i i i r c i  Rc,porl ord Ordvi. .  S w  Thim 1 :  

Nc,,xm i i d  Onirr. 15 FCC R i d  iii IlSh?;?. p:1r:1s. i~2i 
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CPNl was derived."' Beyond such use. the Commission's rules I-equii-e can-iers to obtain a custonier's 
knowing consent befoi-e using or disclohing CPNI. As most relevant to this 01-der. under the 
Commishion's ex isting 1-des. telecommunications can-iers must receive opt-out conseni before disclosing 
CPNl to joint veniui-e pannei-s and independen! contractors foi- the purposes of marketing 
communications-related services to customers.17 Consistent with section 222(c)(2). the Commission's 
rules recognize that a carrier must comply with the express desire of a customer seeking the disclosure of 
his or her CPN1.l' 

9. In  addition to adopting restrictions 011 the use and disclosure of CPNI. the Commission in the 
CPNl Order also adopted a set of I-ules d e s i p e d  to ensure that telecommunications carriers establish 
effective safepal -ds  to protect against unauthorized use or disclosure of CPN1.I9 Among these safeguards 
are rules that require camiers to design their customer service records in such a way that the status of a 
customer's CPNI approval can be clearly established.'0 The  Commission also requires 
telecommunications carriers to train their personnel as t o  when they are and are not authorized to use 
CPNI. and requires carriers to have an express disciplinary process in place." The Commission's 
safeguard rules also require cairiers to maintain Irecords that track access to customer CPNl  records. 
Specifically. section 64.2009(c) of the Commission's rules requires carriers to "maintain a record of all 
instances where CPNl was disclosed or provided to third panies, or where third parties were allowed 
access lo CPNI." and to maintain such records for a period of at least one year.'? The  Commission's 
safeguard iules also requii-e the establishment of a supervisory review pl-ocess for outbound marketing 

As the Commission discussed in the CPNl OrdPr-. "the language of section 222(c)l I ) (A) and (B)  reflects I b  

Congress' judgment that customer approval for carriers io use. disclose. and permit access to CPNl can he inferred 
in the context of an existing cuslomer-carrier relationship. This is so because the customer is aware that its carrier 
has access Io CPNI. and. through subscription to the carrier's service. has implicitly approved the carrier's use of 
CPNl within that existing relationship." CPNI Order. I3 FCC Rcd at 8080. para. 23 (introducing the "total service 
approach" to define the boundaries of a customer's implied consent concerning use of CPNI): see also 47 C.F.R. 
$64.200S(a). 

47 C.F.R. $ 64.2007(b): but see infro Section 1V.D. (modifying this disclosure requirement to require customer 
opt-in consent). A customer is deemed to have provided "opt-out approval" if that customer has been given 
appropriate notification of the carrier's request for consent consistent with the Commission's rules and the customer 
has failed to object to such use or disclosure within the waiting period described in section 64.2008(d)( I )  of the 
Commission's rules. a minimum of 30 days. 47 C.F.R. 8 64.2003(i): see olso 47 C.F.R. $ 64.2008(d)( I ) .  Under the 
Commission's rules. carriers must also receive a customer's opt-out approval before intra-company use of CPNl 
beyond the total service approach. 47 U.S.C. $64.2005(a). (b). Except as required by law. carriers may not disclose 
CPNl to third panies. or to their own affiliates that do not provide communications-related services. unless the 
consumer has given opt-in consent. which is express witten. oral. or electronic consent. 47 C.F.R. $8 64.200S(b). 
64.2037(b)(3). 64.2008(e): see olso 47 C.F.R. § 64.2003(h) (defining "opt-in approval"). 

47 U.S.C. $ 222(c)(2): see also. e.&. CPNl Order. I3 FCC Rcd at 8101-02. para. 53: 47 C.F.R. $ 2005(b)(3) 
(prohibiting the disclosure of-CPNl without opl-in consenl except as permitted by section 222 of the Aci or the 
Commission's rules). 

I 7  

I S  

See CPNl Order. I i FCC Rcd at X 195. para. 19.3. 1') 

'"47 C.F.R. 5 64.1009(a): . s ~ c o / s o  CPNI OJ-~PI - .  I3 FCC Rcd at 8 198. para. I9X. 

I' 17 C.F.R. 5 h4.200911~1: ,cw,r/.ro CPA'I O ~ / P I . .  13 FCC Rcd ai X19X. piira. 198. 

~~ 1 7  C.F.R. $ (~4.3IOYlct: . W ~ ~ ~ J / . ~ ~ J  CPMI OJ~~<,I. I.? FCC l k d  ill SIY8-99. para. 139 
~1 

h 
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7; 
cnnipaigns: Finally. the Conimi\sion requii-es each carriel- to certify annually regal-ding its compliance 
u'ith the caii-ieI~'c CPNl I-rquirements and to make this crnification publicly available." 

B. IP-Enabled Scriices Notice 

IO. On M a c h  IO. 2004. the Commission initiated a proceeding to examine issues relating to 
Internet Protocol (E')-enabled services - services and applications making use of IP. including. but not 
limited to VolP services." In [lie IP-Eriabkd Norire. the Commission sought comment on. among other 
thinzs. whether to extend the CPNl requirements to any provider of V o P  of- other IP-enabled services.26 

C. EPIC CPNI Notice 

I I. On August 30- 200.5. EPIC filed a petition with the Commission asking the Commission to 
investigate telecommunications cari-iers' current secui-icy practices and to initiate a rulemaking proceeding 
IO consider establishing more strinzent security standards for telecommunications carriers to govern the 
disclosure of CPNI." In particular, EPIC proposed that the Commission consider requiring the use of 
co i i s~mer-~et  passwords. ci-eating audit trails. employing encryption. limiting data letenlion. and 
improving notice procedures.28 On February 14.2006. the Commission released the EPIC CPNl Nolice. 
in which it sought comment on (a) the nature and scope of the problem identified by EPIC. including 
pretextine. and (b)  what  itdditional steps. if any. the Commission should take to protect further the privacy 
of CPNI.(19 Specifically. the Commission sought comment on the five EPIC proposals listed above. In 
addition. the Commission tentatively concluded that i t  should amend its rules to require carriers annually 
to file their section 61.2009(e) cenifications with the Commission.'' I t  also sought comment on whether 
i t  should require carriers to obtain a customei-'s opt-in consent before the can-ier shares CPNl with its 
joint ventui-e partners and in depend en^ confractors: whether to impose rules relating to how carriers verify 
customers' identities: whether to adopt a set of security I-equirements that could be used as the basis for 
liability if a carrier failed to implement such requiirments. or adopt a set of security requirements that a 
carrier could implement to exempt itself from liability: whether V o P  service providers or other E'- 
enabled service providers should be covered by any new rules the Commission adopts in the present 
rulemaking; and other specific proposals that might increase the protection of CPNI. 

" 47 C.F.R. 5 64.2009(d): see also CPN/ Order, 13 FCC Rcd at 8199. para. 200. 
l4 47 C.F.R. 5 64.2009(e): see also CPNl Reconsiderorion Order. 14 FCC Rcd at 14468 11.331 (clarifying that 
carriers must "make these certifications available for public inspection. copying and/or printing at any time during 
regular business hours at a centrally located business office of the carrier'.). The Commission's rules also require 
carriers to notify the Commission in writing within five business days of any instance in which the opt-out 
mechanisms did not work properly. 10 such a degree that consumers' inability to opt-out is more than an anomaly. 
47 C.F.R. 8 64.2009(f): see Thir-dReporr oizd Order. 17 FCC Rcd at 14910-1 I .  paras. 114-15 (adopting such 
requirement). 
Is See IP-€nabledSen.icex WC Dockel No. 04-36. Notice of Proposed Rulemakin:. 19 FCC Rcd 4863 (2004) 
(IP-Embled Seri,ices Norice). 

26 lP-Enob/ed Ser i iws  Norice. I9 FCC Rcd at 491 0. para. 7 I 

"See EPIC Petition 

"See id 

li,i,~l(,i,i~,il"li~,ii Of I l lp  T ~ l ~ ~ ' ~ ~ i l ; ~ ~ ~ ; ~ i i ~ t ~ i l ~ l i i i . ~  ACI f7 l  1996: T<,1<,( ~ ~ ~ ~ 1 ~ l i i ~ l ~ ~ ~ ~ J I ~ ~ i f . S  Ciii-rii~rs ' u.Sc O f ~ l ~ . S l ~ l l i ~ ~  
?" 

Pinpi-irmr-\ Ncritni-k l i ! for i iwriou o;id O r h ~ r  Cirsioirii~r li#iriirorioi;: P v ~ i r i i i ~  .tor R;ilrii iokirig I O  Ei ihnwr ,  Srtrri-it\ 
ii,id ,4ii1111~ii1i~~iri,,i; Smi id i i rd , / i i r  . A < . ~ Y S  rn Cii.\r<iiiwi~ Pi.opr i ( ,~ i ; i :~  ;V<,iiwrL litloriri<irioii. CC Dnckec No. 96- I 15. 
Ntltice nSPropmed Rulemiikin;. 2 I I T C  Rcd  17R2 12OOhl i l~ l ' l ( '  C'l'!A'/ ,Voi iw (11 ~N,ui~~?l. 

" S , T  i r l .  ill  1793. l l i l l i l .  2') 
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1V. DISCUSSION 

12. In this  Oi-der. we adopt necessai-y pi-otections put forward by EPIC to ensui-e the pi-ivacy of 
CPNI. The can-iei-s' t-ecord on protectins CPNl demonstrates that the Commission must take addi t ic  
steps io proiect customers fi-om carriers that have failed to adequately proteci CPNI." The Aitorne): 
General of dozens of slates cite numerous sui& by teleconimunications carrien seeking to enjoin 
pretexting activities - a clear indication that pretextel-s have been successful at gaining unauthorized 
access to CPNI." Cinplar:" Sprint." T-Mobile." Verizon Wireless" and othei- companies have sued 

.. 

For example. the Enforcement Bureau ixsued Notices of Appai-en! Liability azainst Cheyond Communications. 
LLC. Alltel Corporation. and AT&T lor  each lailing to certify ihat ihey had eslahlished opei-ating procedures 
adequate to ensure compliance with the Commission.s rules governing the protection and use of CPNI. Cbeyofid 
Co~iifiiiinicarinru. LLC. Notice of Apparent Liability for Forfeiture. 2 I FCC Rcd 43 I6 (2006): Allrel Coryorarion. 
Notice of Apparent Liability for Forfeiture. 21 FCC Rcd 146 (2006): AT&T. liic.. Notice of Apparent Liability for 
Foi-feiiure. 2 I FCC Rcd 151 (2006). Additionally. AT&T recenlly notified the Commission that it failed to send its 
CPNl "opt-out" notice to I .2 million customers resulting in the marketing to customers who may have otherwise 
opted out. Sw Letier from Davida M.  Grant. Senior Cnunsel. AT%T Inc.. to Marlene H. Dortch. Secretary. FCC. 
CC Docket No. 96-1 15 (filed Nov. 3.2006) (AT&T CPNl Notification). Recent investigations by law enfor :men1 
authorities. including the Chicago Police Department and Federal Bureau of Investigation (FBI). have docuwnted 
the ea\e with which a part). iihout piwper authoi~iration. may nhlain the confidential calling records of consumers. 
See Lau  Enforcement and Phone Pri\,acy Protection Act of 2006. H.R. Rep. No. 109-395. 109th Cong. 2d Sess. 2 
(2006) (citing Frank Main. A~i?.one Cali Bux Cell Phoiie Records: Online Sewices Raise Serurin Concerns foi- L m  
Enfircemenr. Chi. Sun-Times. January 5.  2006. at A.?). For instance. a Chicago police official obtained call records 
of an undercovei~ nai~cnlic\ officer'\ lelephone numher. and received accui-ate call records within lour hours of the 
request. S<,r Prevention oiFraudulen1 Access to Phone Records Act. H.R. Rep. No. 109-398. 109th Cong. 2d Sess. 
2 (2006):  Frank Main. Ail?iJile Coil BJI! Cell Phorir Records: Onli~ie Ser1.icr.r Raise Scwrr in  Concenisjor- Lan 
Enjorcemenr. Chi. Sun Times. Jan. S. 2006. at A i .  In 1999. law enforcement authorities discovered that an 
information broker sold a Los Anzeles detective'< pager number to an Israeli mafia member who was trying to 
determine the identity of the detective's conlideniial information. See Frank Main. Cell Call Lis1.r Rewal  Your 
Locarion: Anybod! Can Pa!  10 Trark Where You Used Phone. Chi. Sun Times. Jan. 19.2006. at A3. Citizens 
themselves have also testified to the ease with which a pretexter can navigate easily around the carriers' 
authentication systems. For example. a political Internet blogger purchased the cell phone records of former 
presidential candidate General Wesley Clark. See Frank Main. Blogger Buys Presidenrial Candidare's Call Lis!: 
"Nobod?.'s Records Are Unroucltoble. " as  $90 Purr lme Online Shows. Chi. Sun-Times. January 13,2006, at A IO. 
Journalist Christopher Byron also testified before Congress about his own battle with pretexters. stating that 
pretexters repeatedly called AT&T pretending to he him or his wife and asking for his phone records. which the 
pretexter was able to obtain. See Inrerner Dara Brokers and PI-elexring: Who Has Access 10 Your Privare Records?: 
Hearings Before the Subcommirree on Oivrsighr and Invesfigarions of the H .  Comm. on Energy and Commerce, 
109th Cong. (Sept. 29, 2006) (testimony of Christopher Byron). 

3? See Attorneys General Comments at 3 (identifying multiple filed lawsuits). All comments and reply comments 
cited in this Order refer to comments and reply comments cited in CC Docket No. 96-1 15 unless otherwise stated. 

See. e.8.. Cingular Wii-eless LLC I: Dara Find Solurions. Inc.: James Kesrer: 1st Source Information Specialisrs 
Inc.: Kennerh W. Gornton: S f e l m  Schu.an:: John Does 1-100: and XYZ Corps. 1-100. Case No. I:OS-CV-3269-CC 
(N.D. Ga. filed Dec. 23. 2005): Cingular Wireless LLC 1: Efindourrherrurh.coin. Inc.: Lisa Loflus: Tiflan? We!: 
North American Serikes.  LLC d/b/a Norrh American Informmion: Tom Doyle: John Does 1-100: urd XYZ Corps. 
1-100. Case No. I :0S-CV-3268-ODE (N.D. Cia. filed Dec. 23.2005): Cingular Wif-eless LLC 1'. Global Informarion 
GI-oirp. Inc.: GIG Liyrridarion lnc. j / k h  Global Ififomarion Gmup: Bureau of Heirs. liic.: Edward Herrog: Laurie 
Misnei.: Robin Goodu.in: John DOPS I-100: mid XYZ Coips. 1-100. Case No. I :06-CV-041 3-TWT (N.D. Ga. filed 
Feb. 23. 2006): Ciiigrdflr W i ~ - e I ~ s s  LLC 1 ' .  GPI A Gi-ip Co~is~dr i~ ig .  lur.: Po!-ahni Corporariofi d / b h  Gel A Gf-ip 
SrJfr i iow Puhli.rbiiig: Rohrrr S c h r ~ i c d ~ f - :  .ldw DOP 1-100: m d  X Y Z  Corps. 1-1(10. Case No. I :06-CV-0498 (N.D. 
G:i. filed Mar. 2. ?(lob). 

31 

32 

S?r. q.. Sprlfri N c y f r l  c,,!p. d//l/i! spr;!ll h : ~ ~ . r l o /  1 .  / "  S O f I n  (' / ~ l i r J ~ ~ l ~ i o ~ l r ~ ~ i  . $ i w / , i / i A l , $ .  I , l r  .. ('1 r i l . .  
C:iw N o  O h O O l ~ ) ~ . ~  11121 i13nna;ird Ccwiit!. Horid;i Cii~. Ct. filcd J:in 2 6  2OOh!: Sp! i f f i  :q<,.rrvl C . , , I ~  ( l / /> /c t  S p r i , ~ ~  
,AKI IV I  I . .  .ill . S i c r ~ .  l f ~ l ~ ~ ~ . ~ i i ~ ~ , r i , , ~ ~ \ .  I l l ,  . (11 ,,I.. C:IW b,. 06 1117.3, ihlimL1l;ide Colin!. lzlorid;i CII. C'I. lilrd J:III. 17. 
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dozens of people u'hom they nccuw of fraudulently obtaining phone records.'7 In one of the cases filed 
by Cingular. Cineular stales in ;1 coui-1-filed affidavit lhnt cellain defendants or their agents posed as an 
employee/:i~ent of Cingulai- :ind ah B customer of the can-ier to induce C i n y l a r ' s  customer sei-vice 
representative IO provide them \villi the call IPCOI-ds of a la i -yed  
Commission has also filed suils afainst several pretexlers under laws barring unfair and deceptive 

The  Federal Trade 

(...continued from previous page) 
2006): Spi-iirr Ne.tre1 Corp. dMo Spi.iirt Ne.xrd 1'. Sail Mnrw 6: Asso<.iores Pi-iwre 1nt:esrigarion. Inc.. er a / . .  Case 
No. 8:06-CV-00484-T-I7TGW IMD. Fla. tiled March 17.2006). 

See. e.g.. T-Mobile USA. Inc. 1'. C.F. Anderson el a/.. Cause No. 06-2-04163 (King County Super. Ct. Feh. 2. 
2006) (Stipulated Order and Permanent Injunction): T-Mobile USA. Inc. 1'. Is1 Soirrce Infornunion Ser1,ices. el 01.. 
Case No. 06-2-0.11 1.3.0 SEA (King  Counly Super. CI. May 21. 2006) (Final Order and Judgment): T-Mobile USA. 
In<. 1'. ArcrrSear-rli. C I  ai.. Case No. 06-2-06933-1 SEA (King County Super. Ct. filed May 18. 2006) (Stipulated 
Order of Injunction). 

See. e.g.. Cell1~0 Parrnershili dh /n  V<,rirori Wireless 1' .  Source Rrsources. Permanent Injunction on Consent. :l. 

Dockel No. SOM-1-1013.05 (Sup. Ct. 0fN.J.: Law Div.: Somerset Count) Sept. I.?. 2005): Cellco Parrnef-ship 
d/b/a Verizon Wireless 1'. Global Injormarioir Group. Iiir.. er ai.. Order. No. 05-09757 (Fla. Cir. Ct.. 13th Judicial 
Circuit. Hillshornugh County. Nov. 2. 2005): Cellco Parmer-.diip d/bh Vei-i:on IVii-id<,ss 1'. Dam FindSolrrrions. 
/ n ~  er 01.. Order. No. 06-CV-.326 (SRC) (D.N.J.. Jan. 31. 2006). 

See Mat1 Richlel and Miguel Helft. A n  /nd/tsr/:i./s Bnxd O/I  n $inip/r Musqrr~i-udr. N.Y. Times. Sept. 1 I .  2006. at 
CI: see also Charles Toutant. Vei-i:nn 1441-eless Suiirg 'Prere.rter.~' Wlio Gairi Access ro Cirsromer Data. IS6 N.J.L.J 
976 (2006): Marguerite E. Patrick. Lessons Lrarned: lssrres E.iposed in  the Afrerniarh of the Hewlerr-Packar-d 
Debacle. I Privacy & Data F'roleclion Leg. Rep. I (Octoher 2006): /nrerner Dora Bmlei-s and Prere.xring: Wlro Has 
Access IO Your Priwre Records?: Hearings Before rhe Subcommirree on Olvrsighr and Inwsrigarions ufrhe H .  
Carnm. on Energ!. and Connner-re. 109th Conp. (Sept. 26. 2006) (testimony of Michael Holden). 

i s  

See H.R. Rep. 109-398 at 2. 
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practices:" Additionally. numerous states. including California.'" Florida.') Illinois.'? Mishouri.'? and 
Texas" have a11 sued data brokers for pretexting phone I-ecoi-ds. 

A. Carrier Authentication Hequiremeills 

1. Customer-Initiated Telephone Account Access 

13. We find that the irelease of call detaild5 ovei- the telephone pi-esents an immediate risk to 
privacy and therefore we  prohibit carriers fi-oin releasing call detail information based on customer- 
initiated telephone coinact except under thi-ee cii-cunistances." First. a cai-riel- can release call detail 

I 
See Inrenirr Dara Brokrs  and P r i w r r h g :  Wlio Has A(v.e.ss io Yorri- Priiare Re~o i -d s :~ :  Heariiig,s Bcfoi-e rlie 

Sitbcomiiiirree on 0i.er.sighr aiid I,n-esrigario,is ojrl ie H. Cmiiii. on Energy arid C o r n , i i e ~ e .  1091h Cong. I (Sept. 29. 
?(x)6) (testimony of the Joel Winston. Federal Trade Commission) (citing FTC 1'. lujn Seal-ch. Inc.. No. I:O6-CV- 
01099-AMD (D.  Md. filed May I. 2006): FTC I.. Acrusrorrh. Inc. d/b/a Abika.com No. 06-CV-0105 (D. Wyo. filed 
h4ay I .  2006): F7C I: CEO Grortp. lric. d/b/a Check €in Oirr. No. 06-60602 (S.D. Fla. filed May I .  2006): FTC I: 77 
1~i i~esf igar ;o~is .  h i ( .  .. N o  EDCV06-(M.39 VAP 1C.D. Cal. filed May I .  2006): F7C 1'. lnregf-ir? Src. & 1nwsr;gor;orl 
Sena.. Inc.. No. 2:06-CV-241-RGD-JEB (ED.  Va. filed May I. 2006)). 

i'i 

, 

SP? i ' . ,~ . .  Col~fiiriii(i 1'. Dnro T r o w  USA lm .. Nil. GlC862672 tCa1. Super. Ct. filed Mar. 14. 2OO6). 

See. '-8.. Florida 1'. I"  Sowre 1nj01-1irari~111 S/x&/isrs. hic.. No. 37-2006-CA-00234 (Fla. Cir. CI. filed Jan. 24. 

an 

41 

2006): Florida 1'. Global Irtforinariori GI-oup. /fie., e1 a/.. No. 06.1570 (Fla. Cir. Ct. filed Feb. 24. 2006). 

See. e.&. Illi!iois 1'. I'' Snrarce 1 ~ ~ f i ~ r i i i a r ; n i i  S'i(,cinli.rr.c. CI 01.. No. 2006-CH-29 1111. Cir. Ct. filed Jan. 20. 1006): .scp 4? 

also Press Releahe. Ojjke ,J/ rlir Arromiq  Gwii,raI. Madigin Sites Second C n i i i p a ~ ~ ~  rhar Sr l ls  Ccdl Plrone Recofds 
[Mar. 15. 2006). ai.ailabIe ar u n \ r a r . , l ; i t e . i l . u ~ / ~ r e ~ s r , ) i ~ n ~ ~ O t J 6  0.3200603 lS~.Ii1nil (announcing the filing of a 
law suit against a Florida company that allegedly obtained and sold phone records u'ithwt cusiomer consent). 

Press Release. Missouri Attorney General's Office. Lncarecell.cofii i i i i isl  slop sellifig r.rll plfo!re i-e(ordd of 
Missourians. rriufer coun order obrained by Nii-oii (Feb. 15.2006). available ar 
www.aeo.mo.cnvlnewsreleases/2006/02 I506.hlm (announcing the issuance of a court order to stop the sale of 
Missourians' cell phone records by several people currently or formerly associated with the website 
Locatecell.com). 

See. e.8.. Missoirri I: Dam Trace USA. /fie.. er a / . .  No. 06AC-CC-00158 (Mo. Cir. Ct. filed Mar. 3. 2006: see also 43  

See. e.&, Texas 11. John Slrange d/b/a USA Skiprrace.com. No. 06-1666 (Tex. Dist. Ct. Travis County filed Feb. 9. 44 

2006): see also Press Release. Attorney General of Texas. Arrorne? General Abbolr Files Firsr Suir Againsr Sellers 
of Private Phone Records (Feb. 9. 2006). available ai httu://www.oa~.state.tx.usloacnews/release.uhu?id=l~9. 

including. for outbound calls. the number called. and the time. location. or duration of any call and. for inbound 
calls. the number from which the call was placed. and the time. location. or duration of any call. See. e.g.. Third 
Reporf and Order. 17 FCC Rcd at 14864. para. 7. Remaining minutes of use is an example of CPNl that is not call 
detail information. We disagree with commenters that argue we should adopt a more narrow definition of call 
detail: a narrower definition that included only inbound or outbound telephone numbers would make i t  too easy for 
unauthorized persons with partial information to confirm and expand on that information, See. e.g.. Letter from Jim 
Halpert. Counsel to the Anti-Pretexting Working Group. DLA Piper. to Marlene H. Dortch. Secretary. FCC. CC 
Docket No. 96-1 I S  Attach. at 2 (filed Oct. 3 I .  2006): Letter from William F. Maher. Jr. .Counsel for T-Mobile 
USA. Inc.. to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96-1 15 at I (filed Nov. 30.2006): Letter from 
Charon Phillips. Verizon Wireless. to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96-1 15 at I (filed Dec. I .  
2006). 

See. ~ . g .  Letter lorm Dnnna Epps. Vice President Federal Refulatol-y. Veriziin. to Marlene H. Dortch. Secretary. 
FCC. CC Docket No. 96-1 I5 tliled N o \ .  20. 2006) (arguing that a n y  password requirement should only apply t o  
:icc,esin: ciil l detail in1i)rm:ition). B! liniilinf o u r  irules to the disclosure (iica11 deliiil inl,irmation. ive heliew that 
\\e hii\'e iiiii-r<>wI! iilihired ou r  reqiiirrmenlr IO addrehr lhe pl-ohlem (11 Ipretexiin?. .SW v.3.. AT&T Repl! at 2 
i: irf i i inf l l i i i t  lhe Conimis\iiin xh<iiLld riixiir? l l i i i t  ;in! r i icwiirrs  t i i h r n  air -ii:im>wl! l i i i lo ie i i  IC) iiiiiiir~~ :I 

driiic>iih1iiiteiI Iirohleiii"i: Lrtter trt i i i i  Doiinii I:pp. \ ' I C Y  Piwsideiii. l+drr;il Rrguliiior!. \ crin\ii. io h4;irlrne H .  

"Call detail" or "call records" includes any information that penains to the transmission of specific telephone calls QS 

4 l i  

tconfiniird .... ) 
10 



47 infot-mation if the custottiet- pi-o\,ide\ the carrier %;ilh a pre-established passwoi-d. 
at the customei-'s request. send call detail information to the rustomer 's  address of r ec~r -d .~ '  Third. a 
cai-rier may call the telephone number of record and disclose call detail infoi-mation." A cai-I-ier may 
disclose noti-call detail CPNl to a customer after the cat-riet- authenticales the 

Second. a carrier may. 

14. The recoi-d reflects that pretexters use evolving methods to trick employees at customer 
service call centers into releasing call detail information." This release of call detail thi-ough customer- 
initiated lelephone contact pi-ewnts heightened privacy concerns because of precexters' abilities lo 
circumvent carriei- autheiiticalicln I-rquit-ements and fain imntediale access to call detail.'' By I-estrictinp 

~ 

(...continued from previous pagel 
Dortch. Secretary. FCC. CC Docket No. 96-1 IS at Artach. (filed Jan. 29. 2007) (Verizon Jan. 29.2007 €.x Parre 
Lc,frPr-)  (blating that password prolecling call detail records "is a narrowly tailored solution" that "directly targets the 
means and methods used hy pretexters"). We also limit the requirements we impose in this section to customer- 
initiated contact with the canier. We find that there i s  not the same need for authentication when the carrier initiates 
contact with a customer via the telephone numher olreciird nr  via the addresb of record. By "telephone number of 
record." we mean the telephone number associated with the underlying service. rather than some other telephone 
number supplied as a customer's "contact information." By "address of record." whether postal or electronic. we 
i i ieaii an  address that !he carriel Iias aswciated \k i t h  the cu\twnel\  accounl tor a1 leas! 30 days. 
address he on file for 30 days will hreclose a pretexter's ability to change an  address of  record for the purpose OS 
being sent call detail information immediately. 

We understand thal many con\unier\ ma). not like passrvords and thus we onl!, extend the use nf password 
prutectiiin of call detail informati,,n during custoniei~-initiated telephone call>. S w  e.&.  AT&T Comnienls at 8-1 I 
(noting studies that demonstrate customers are opposed to mandator) passwoi~ds: Centennial Comments a1 3-4 
(arguing that customers find pass\wrds burdensome). Further. fnr those customers not interested in password 
protection. we provide other alternatives for carrier disclosure of call detail informalion that directly advance our 
foal of protecting against prerenter activity and will not unduly burden carrier-customer relalions. 

This exception to the disclosure of call detail information in no way alters a carrier's usual practice of sending 

See supi-a note 46 (defining "telephone number of record"). We find thal i t  is necessary for the carrier to call the 

Requii~ing that the 

.17 

monthly billing statements to the customer. 

customer at the telephone number of record. rather than rely on caller ID as an authentication method, because 
pretexters can easily replicate caller ID numbers. See. e.&, Alltel Comments at 5 .  

Although we do not enact password protection for non-call detail CPNl in this Order. carriers are still subject to 
section 222's duties to protect CPNI. and thus a carrier must authenticate a customer prior to disclosing non-call 
detail CPNI. See 47 U.S.C. 5 222: see also Verizon Wireless Comments at 9 (arguing that "passcodes" can lead to a 
frustrating experience for customers seeking answers to simple billing questions). We rely on carriers to determine 
the authentication method for the release of non-call detail CPNl that is appropriate for the information sought and 
which adheres to section 222's duty. However. we seek comment on whether the Commission should impose 
password protection on non-call detail CPNI in today's Further Notice. See infra Section V.A. 

5 1  See. e.8.. Alltel Comments at 5 :  Cingular Comments at 13: Dobson Comments at 2: Sprint Nextel Comments at 4- 
5 :  see also Testimony of James Rapp. House Energy and Commerce Committee. Subcommittee on Oversight and 
Investigations Hearing: "Internet Data Brokers and Prelexting: Who Has Access to Your Private Records?" Attach. 
A (June 2 I .  2006) (setting forth an outline of a training manual on how to obtain call detail and other personal 
information). awiloblr 01 http://energycommerce.house.gov/ I 0X/HeaIings/062 I 200hhearing 19 I6,IRapp.pdf Brad 
Stone. .4 'Pi-ncWei-' and H i r  ti rick.^: P h ~ i i ~  Remi-ds Ai-e <I Simp fo Snag. Jirsf Ask Dni.id Gandal. NEWSWEEK. Sept. 
I O .  2006. at 47 tinterviewing ;I pretexter who explains how pretextin; is accomplihhed): sirpm para. 12 and 
accompanyin; notes (identifying lawsuits alleging pretext in? acti\'it> I. 

an! I) pe i l l  per\iin;il ininrm;ttion. ini.ludin; social \ecurit! n u n i t x n  itnd inxitlicr's m;iideii iianie. which cwriers 
i.tirientl! iise to ;itithentic.;ite i i  c ~ \ i ~ m i e r .  Sw .'.. , A t t ~ w n ? ! ~  (ieiierxt Cimn?eni ,~ ill 15: . \wo /w  EPIC ('1 ni. 
Comment\ iit I?. 

49 
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Ihe ways in \r<Iiich carriers i-elease call detail i n  response to customer-initiated lelephone calls. we place at 
most a minimal inconvenience 011 carriel-? and con?umers.5i 

1 S .  Esruhlishrnrnr o)'Pas.sii.ord Pror~nion .  Foi- new customers. cain-iers may request that the 
customer establish a password at the time of service initiation because the carrier can easily authenticate 
the customer at that time?' For existing custotners to establish a password. a carrier must first 
authenticate the customer without the use of readily available biographical information.' 01- account 

carrier already has passwoi-d protection i i i  place for a customer account. a carrier does not have to 
reinitialize a customer passwoi-d.5' By permitting the carrier to determine its authentication method. the 
carrier has the most flexibility for d e s i p i n g  an authentication program that can continue to evolve to fight 
against pi-etextinz efforts. 

For example. a can-iei- could call the customer at the telephone number of record." If a 

16. Use of Puss~~ord Proreclioti. For accounts that are password protected, a carrier cannot 
obtain the customer's password by asking for readily available biographical information? o r  account 

Cuslomers requiring inslant access to call detail information also have the option of accessing such data online in 53 

the protected niannei described in Seclim 1V.A.2. o r  by vibiting a cain-ier's retail Iocittion uith a valid photo ID as 
described in Section IV.A..?. 

See. r.g.. Virgin Mobile Reply at 4 (mandating thal customers select a password at the time of the service S4 

activation process). By "new customers." we include only those customers that establish service after the effective 
date of our rules. 

" "Readily available biographical informatinn" includes such things as the customer's social secu I) number. or {he 
last four digits of that number: the custnmer.s mother's maiden name: a home address: or a date of birth. Sw. e.$.  
EPIC Petition at 8: sec also AT&T Comments at 3 (noting that authenticating customers by relying "solely on a 
customer's name. address andlor phone nuniher may he insufficient" and that the Commission cnuld reasonahly 
conclude "that all carriers should authenticate a customer's identity using non-public information %or to releasing 
CPNI"): id. at 7 (finding that authenticating the customer based on non-public information would impose "little 
additional cost"). 

J6 See. e.&. EPIC Reply a1 2 .  "Account information" includes such things as account number or any component 
 ereo of. the telephone number associated with the account. or amount of last bill. 

" A carrier could also use a Personal Identification Number (PIN) method to authenticate the customer. A PIN 
authentication method could entail a carrier supplying the customer with a randomly-generated PTN. not based on 
readily available biographical information. or account information. which the customer would then provide to the 
carrier prior to establishing a password. Carriers could supply the PIN to the customer by a carrier-originated 
voicemail or text message to the telephone number of record. or by sending i t  to an address of record so as to 
reasonably ensure that it is delivered to the intended party. See. e.g.. Letter from William F. Maher. 11.. Counsel for 
T-Mobile USA. Inc.. Morrison & Foerster. to Marlene H. Dortch. Secretary. FCC. CC Docket No. 96-1 15 at 2 (filed 
Nov. 20.2006) (providing customers with a temporary password by sending it to the customer's mobile phone 
number). A carrier cannot authenticate a customer by sending the customer a PIN (or any other type of carrier 
chosen method of authentication) to new contact information that the customer provides at the time of the 
customer's PIN (or other aulhentication) request. Carriers could also authenticate the customer by requesting that 
the customer present a valid photo ID at a carrier's retail location. A "valid photo ID is a government-issued 
personal identification with a photograph such as a current driver's license. passport. OT comparable ID. 

See. e.&. Sprint Nextel Reply at 7 (noting that most cain-iers already allnw custoniei-s to choose password 58 

profeclion): Letter from Donna Epps. Vice President. Federal Regulatory. Verizon. IO Mal-lene H .  Dol-tch. Secretary. 
FCC. CC Docket No.  96.1 15 at 2 (filed Dee. 22.  ?006l IVeriznn Dee. 22. ?(IO(, E., POI-IC, Letter) Inntin2 thai Veriznn 
already permits its customer\ lo p ~ s s w o r d  priitec! telephone accnunt xcess  I. 
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information. to prompt the custotiiet- Tot- his password."; We understand. of course. that passwords can be 
lost or foi-gotten. and shai-e coiiinienters' concern that security measures should not unnecessarily 
inconvcnience customers or inipaii- customer service syslems."" W e  therefor-e allow carriels to create 
hack-up customer authenticalion methods for lost or forgotten passwords that are also not based on 
readily available biographical infot-mation. or account information." For example. the Attorneys General 
support the use of a shared secret hack-up authentication procedure for lost or  forgotten passwords.6' As 
funher  account protection. w i t h  a shared secret back-up authentication pi-o_eram. the carriet- may offer the 
opponunity for the customel- IO desifn the shared secret question." W e  find that limiting back-up 
authentication methods to those  hat d o  not include readily availahle biographical infot-tnalion. or account 
information. will p ro tea  custoniers most effectively from pi-etexters. 

17. Although we recognize that cai-riers and customers will he subject to a one-time burden lo 
implement password protection i f a  customer is intet-esced in gaining access to call detail during a 
customer-initiated telephone call. &'e believe that the ongoing burdens of these authentication 
requirements will be minimal. Further. this method balances consumers' interests in ready access to their 
call detail. and carriers' interests in providing efficient customer service. with the public interest in 
n in inta in in~ the secui-ity and confidentiality of call detail infot-mation. 

18. Alriwiariiw Arrr.rs in Call Drrail lnfnriiinrion. If a customer does not want to establish a 
password. the customer may still access call detail infot-mation. based on a customer-initiated telephone 
call. by asking the carrier to send the call detail information to an  address of recoi-d or by the carrier 
calling the telephone number of record.h4 Because we provide mulriple methods for the customer t o  
access call detail hased on a customer-initialed ielephone call. neithet- customers who dislike passwords 

We agree with commentel-!. thal assei-I thal individuals tend 1 0  choose password5 that are based on personal 
information and therefore pretexters can easily circumvent password protections. See. e.g.. Verizon Wireless 
Comments at 9: Sprint Nextel Reply a1 8. To prevent this. we prohibit carriers from using prompts to request the 
customer's password based on readily available biographical information. or account information. If a customer 
cannot provide the correct password and the carrier does not offer a back-up authentication method to access call 
detail. the carrier must reauthenticate the customer. A carrier cannot disclose call detail information over the 
telephone during a customer-initiated telephone call until the carrier is able to reauthenticate the customer without 
the use of readily available biographical infomation. or account information. 

", 

See, e.g.. Verizon Wireless Comments at 9 

See. e.g.. Letter from Cynthia R. Southworth. Director of the Safety Net Project. National Network to End 
Domestic Violence. to Marlene H.  Donch. Secretary, FCC. CC Docket No. 96-1 15 at 2 (filed Nov. 30, 2006) 
(" EDV Nov. 30. 2006 Ex Parre Letter). We do not require carriers to adopt a specific back-up authentication 
method because we believe that by directing carriers to do so we might make i t  easier for pretexters to defeat the 
protections we adopt in this Order. See. e.g.. Verizon Wireless Reply a1 9. If a customer cannot provide the correct 
response to the hack-up authentication method to access call detail. the carrier must reauthenticate the customer. A 
carrier cannot disclose call detail information over the telephone during a customer-initiated telephone call until the 
carrier is able to reauthenticate the customer without the use of readily available biographical information. or 
accounl information. 

w 

61 

See Attorneys General Comments at 16: see also Ohio PUC Comments at 9- 10. A shared secret is one or more 
question-answer comhinations that are known to the customer and the carrier hut are not widely known. Thus. if the 
customer lost or fiirgot a passu'ord. the carrier could provide the pre-selected shared secret question. or set of shared 
secret questions. In the cuslomer fnr authentication purpose\. 

Srr. r .8 . .  Viiyin  h4ohile Reply iil 5 n..? c a l l i ~ \ k i n f  the cutoiner I O  r'irc;ile theii~ ow11 hack-up authentication <,: 

que*~ion). 

The i'iiwiiiier mil! iil\o iicce<< <,:dl cletxit intivnx~tion lh! ~ ~ ~ ; ~ h t i ~ h i n ~  i l n  <)iiline i i i c i i t i i i t  o r  h! \isitin; a cilriiei's ,i 

irtiiil /oc.iiliivi. Ser i r i l n i  Sei.liiu1. I \  . 4 , 2  ;tildl\".A..? 
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nor carriers concei-ned ahout timely customer service should find our requirements hui-densonie.b5 
Furthei-more. by providing a variety of secuir  means foi- custoinei-s to receive call detail information from 
can-iei-s. and focusing on one of the most pi-ohlemalic means of pretextin? - obtaining call detail 
information from customer service representatives without proper identity screeninp - 0111- rules are no 
more extensive than necessary to protect consumers' privacy with respect to telephone access to account 
information .hb 

19. W e  d o  not intend for the prohibition on the release of call detail owl- the telephone for 
customer-initiated telephone contact to hinder I-out he camier-customer relations regardins servt, .. hi l l ing  
disputes and q u e s ~ i o n s . ~ '  If a customer is able to provide IO the carrier. during a customer-initiated 
telephone call. all of the call detail infoi-mation necessary to address a customel- service issue (k.. the 
telephone numher called. when i t  was called. and. if applicable. the amount charged for the call). then the 
carrier i s  permitted IO proceed with its routine customer care procedures.hs We believe that if a cuslomer 
is able to provide this information to the carrier. without carrier assistance. then the carriei- does  not 
violate our  rules if it takes routine customer service actions related to such information. We addit imally 
clarify that under these circumstances. carriers may no1 disclose to the customer any call detail 
information about the cuslomer account othet- than the call detail information that the customer pi-ovtdes 
without the customer first providing a password. Our rule is intended 10 prevent pretexter phishing and 
other pretextel- methods for pinin;. unauthorized access to customer account information. 

" S e e .  c.s.. BellSouth Commenls at 16 (notin; the uhe o lan  oplional customer-provided password tor the release of 
CPNl over- !he telephone). 

See Verizon Dec. 2 2 .  2006 €.r Prirfe Letter at 5 (arguing that "any password requirement would have to be 
narrowly crafted to address the hpecific problem nl prelexters fraudulently obtaining call detail information"). 

"See. e.8.. Letter from Charon Phillips. Verizon Wireless. to Marlene H. Dortch. Secretary, FCC. CC Docket No. 
96.1 IS at 1 (filed Dec. 1. 2006) (raising concerns about a carrier's ability to serve customers during customer 
service calls). 

w 

See. e.&. Letter from William F. Maher. Ir.. Counsel for T-Mobile USA. Inc.. to Marlene H. Dortch. Secretary. 
FCC. CC Docket No. 96-1 15 at 2 (filed Nov. 20. 2006): Verizon Dec. 14. 2006 Ex Pane Letter at 2. 

13 
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2. Oitlinc. Account Access 

20. W e  also require carI-iel-5 to password protect online access to CPNI." Although section 222 
of the Act imposes a duty on cai-i-iei-\ to protect the privacy of CPNI.'" data brokers and others have been 
able to access CPNl online wiihoui the account holder's knowledge or cons en^.'^ We agree with EPIC 
that the apparent ease with which data brokers have been able to access CPNl online demonstrates the 
insufficiency of can-iers,' customer authentication pi-ocedures." In pailiculat-. the record evidence 
demonstrates that some can-iei-s permit customers to establish online accounts by providins readily 
available biographical infotmnlion." Thus. a data broker may obtain online account access easily without 
the customer's knowledge. Therefow. we ayee with EPIC and others that use of such identifiers is an 
insufficient mechanism for pi-eventinf data brokers fl-om obtainins unauthorized online access to CPN1.74 

2 I, To close this sap. we pi-ohibit carriers from relying on readily available biographical 

-. 

information. or account information to authenticate a customer's identity befoie a customer accesses 
CPNl online. In addition. because a carrier is responsible to ensure the security and privacy of online 
account access. a carrier must appropriately authenticate both new and existing customers seeking access 

Src.  r . p . .  Leller from Iiihn 7. Scott. 111. Vice President & Depu!!, General Counsel Regulatory Law. Verizon 
Wireless. to Marlene H. Dorlch. Secretary. FCC. CC Docket No. 96-1 15 a1 I (tiled Oct. 18. 2006) (Verizon Wireless 
Oct. 16 E.\ Par-re Letter) (arguing thal carriers should require passwords for online access to CPNI): Verizon Dec. 
2 2 .  2006 E i  Parre Letter at 2 (supporting a proposal to require password protection for customer online account 
access because passwords are "routine and readily accepled hy cusloniers" in Ihe online environment). We do not 
limit our online account acce\s rule5 to jus1 call detail hecauhe online account acces5 pi-erenrs a heightened security 
risk. Specifically. online account access allows a customer (or  pretexter) to view and change personal information 
easily (including online passwords. addresses of record. and hilling info!-mation) without carrier assistance. During 
a ielephone conversation with the cuslomer. a carrier is able i o  authenticate a customer and sense whether the 
cuslomer is who he claims to he. In the online context. however. there is no person-to-person contact (or limited 
interactive voice recognition menu) and thus a pretexter. if he were able to circumvent online password protection. 
could obtain significant amounts of a customer's private information (including home address. plan informatjon. 
billing information, and call delail records for months at a time) with only the click of a mouse. Thus. we believe 
that we must extend our online account access rules to include the disclosure of all CPNl to protect customer 
privacy. Furthermore. most carriers already require password protection for online accounts. See, e.&, Verizon 
Dec. 22. 2006 Ex Parte Letter at 2. They do not differentiate their online account systems between access to call 
detail information and non-call detail CPNI. and requiring them to do so likely would impose significant costs. For 
these reasons. we find that our requirements in the online context are no more extensive than necessary to protect 
consumers' privacy. See Central Hudson Gas & Elec. Corp. 11. Public Senlire Comm'n of N.Y., 447 US. 551,564- 
65 ( 1980). 

"See 47 U.S.C. 9 222(a) (stating that "(elvery telecommunications carrier has a duty to protect the confidentiality 
of  proprietary information of. and relating to 

'I For instance. pretexters have been able to access CPNl by deceiving customer service representatives or by 
exploiting security gaps in customers' online accounts. See. e.&. EPIC Petition. Appendix C (providing a list ot 40 
web sites offering to sell CPNl to third parties): Attorneys General Comments at 3 (describing pretexters' use of 
online account access). 

" See.  c.R.. EPIC Petition at 8. I I :  soe also supra para. 12 and accompanying notes 

See. e.g.. EPIC Petition at 8. The record in this proceeding reveals other holes in caimiers' existing authentication 
measures. such as authenticating a customer's identity through inlormation the carrier readily provides to any pel-snn 
purporting to he the customer withouI authentication. thus enahling a pi-etexter to ohtain online access lo CPNl hy 
first calling the cari~ier 10 ohtain the information. The requirrments we adopt in thi% Order f i x  such ilaws. 

;and e;ixil! obtained h! pi-etehtein): Ccnirnni;!l liepl! ;II 0 i,i:iiins iliii~ lhin~raplik:~l inii~riiwtion like mcial >ecmril! 
iiuiiiher c'it i i  he iound (111 the lnlrriiet I .  

h4 

73 

Sw. ".g.. EPIC P I  01. Ciminienlh 21 I ? -  I 3  lehpl:iininy Ih;il hi<~;i~i~phic;~l idenlifierx  re widely available (111 websites ri 
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to CPNl onli11e.~' However. we d o  not require carriers to reinitialize existing pssswords for online 
customer accoullts. hut a carrier cannot base online access  so/^:/? on readily nwilable biographical 
information. 01- account information. 01- prompts for such information.'" 

22. As with the password protection for the release of call detail during customer-initiated 
telephone contact. we understand that passwords for online access can a\so be \os\ 01 forgotten. and ShaTe 
commentel-s' concern that security measures should not unnecessarily inconvenience custolmers or impair 
customel- service systems.77 We theirfore allow carriel-s to create back-up customer authentication 
tnethods for lost or forgotten passwords i n  line with the back-up authentication method fi-anlewol-k 
established for the password protection for customer-initiated telephone Furthel-. if a customer 
cannot pi-ovide a password 01- the  pi-oper response for the back-up authentication method to access an  
online account. the carriel- must ireauthenticate the customer based on the authentication tnethods adopted 
in this Order prior to the customer p i n i n g  online access to CPN1.79 Finally. as with the establishment of 
the password for the release of call detail for customer-initiated telephone contact. although we recognize 
that carriers and customers will be subject to a one-time burden to implement this Order, we believe the 
ongoing burdens of these authenlication requirements will be minimal and are outweighed by the benefits 
10 consumei- pi-ivacy. 

' 

3. Carrier Retail Location Account Access 

23. We continue to allow carriers to provide customers with access to CPNl at a can-ier's retail 
location if the customer presents a valid photo IDRo and the valid photo ID matches the name on the 
account." W e  agree with the Attorneys General and find that this is a secure authentication practice 
because i t  enables the camiei- to make a reasonable judgment about the custoiner's identity." 

For new customers. a carrier could requesl that a customer establish an online password at the time of service 75 

initiation. See supra note 54. Alternatively. for all customers. a carrier could use a PIN method. as described above. 
to authenticate a customer if necessary. See supra note 56. 

'' Although we do not mandate what specific level of password protection carriers must provide for their customers 
for online access, we expect carriers to ensure that online access to CPNl is adequately password protected. For 
example. we believe i t  would be reasonable for carriers to block access to a customer's account after repeated 
unsuccessful actempts lo log in to that account to prevent hackers from using a so-called "brute force a t tack to 
discover account passwords. Carriers may also determine the password format they deem appropriate. For 
example. carriers may decide the length of the password. whether or not the password should be case-sensitive. or 
whether the password should require a mix of numerals. letters. and other symbols. 

See supra note 60. 

See supra Section JV.A. 1 .  For existing online accounts. although we do not mandate that a carrier reinitialize 
those accounts. if a carrier provides a hack-up authentication method that is not in conformance with this Order (;.e., 
the method is based on carrier prompts for readily available biographical information. or account information). then 
a carrier must modify its back-up authentication method to comply with this Order. 

This requirement extends to all online accounts regardless of whether the online account access existed prior io 
the effective date of these rules. 

'I' A "valid photn I D "  is a go\,ernmenr-i$sued personal identification with n p h o t o p p h  such as a currenl driver's 
license. passport. or coniparohle ID. 

Io<.atiiiii 1. 

71 

18 
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4. Notilicalion of Account Changes 

24. W e  require cni-riel-% t o  notify customers immediately of c rns in  account changes. including 
rvhenevel- 3 passuoi-d. cusioinei- rrponse IO a carrier-designed back-up means of a u t h e ~ i t i c a t i o n . ~ ~  online 
account. or address of record is created or changed.” We acgree with the New Jersey Ratepayer Advocare 
that this notification is an important tool for customers to monitor their account’s security.” This 
notification may be through a carrier-01-iginated voicemail or  text message to the telephone number of 
record. or by mail to the addi-ess of recoi-d. as  lo reasonably ensure that the customer receives this 
notification.’6 We helieve this n1eami-e is appi-opriare to protect customers from data hi-okers that might 
othei-wise manaye to circumvent the authentication protections we adopt in this Order. and to take 
appropriate action in the event of pi-etexter activity. Fui-ther. we find that this notification requirement 
wil l  also empower customers to pi-ovide carriers ivith timely information about pretexting activity. which 
the carriers may iiot be able to identify ea~ i ly .~ ’  

5. Business Customer Exemption 

2 5 .  We d o  make an exception to the rules that we adopt today for ceilain business custoiners. 
W e  agree with commenters who ai-gue that pl-ivacy concerns of telecommunicalions consumei-s are 
greatest when using personal telecommunications services.ss Indeed. the fraudulent practices described 
by EPIC hair  mainly tal-geted individual co~~sumei-s .  and the rtlcoi-d indicates that the pi-oprietary 
information of wireline and wireless business account customers already is subject to sti-ingent 
safeguards, which are privately negotiated by contract.” Therefore. if the carrier’s contract with a 
business customer is serviced by a dedicated account representative a s  the primary contact, and 
bpecifically addresses the carrier’s protection of CPNI. we d o  not extend OUT carrier authentication rules 
to cover these business custoniers hecause businesses are typically able to negotiate the appropriate 

A customer response to a carrier-designed back-up means of authentication is the customer‘s pre-selected answer 
to the carrier‘s back-up authentication method in the event that the customer lost or forgot his password. 

N4 This notification process is not required when the customer initiates service. inciuding the selection of a password 
at service initiation. 

See New lersey Ratepayer Advocate Comments at 4: see also Alltel Comments at 5 (noting that notice of certain 

83 

85 

account changes may protect subscriber’s security): Ohio PUC Comments at I O  (assening that providing notice to 
customers of changed passwords is an effective sualegy for protecting CPNI). 

86 See. e.g.. Verizon Dec. 22. 2006 Ex Pane Letter at 6 (arguing against a “one-size-fits-all” requirement for 
notifying customers of account changes on First Amendment grounds). To protect the security of the potential 
victim of pretexting, such notification must not reveal the changed account information. Additionally, a carrier may 
not notify the customer of account changes by sending notice to the new account information, which might result in 
the customer not being notified of the change (e&. mailing a customer’s change of address lo a new address rather 
than to the former address of record). 

” See. e.g.. NCTA Comments at 6 (arguing that a carrier generally does not know when a data broker breaches 
carrier security measures because the carrier believes the data broker is the customer): TWTC Comments at I3 
(stating that carriers usually are not aware when prelexling occurs): Cinguler Reply at 7 n.17 (arguing that the 
customer is usually aw’are of a security prohlem before the carrier). 

See. e.&..  Letter from Donna Epps. Vice President and Federal Regulatory. Verizon. to Marlene H. Dortch. 
Secretary. FCC. CC Dockei No. 96- I I S  at 2 (filed Dec. 13. 2006) (Verizon Dec. 14. XH16 E.\ Par-rr Letter). 

Srr .  c ’ . ~ . .  TWTC Comments iit IY-20: Letter from hihn 1. Heirm;lnn and .lenniler M. Kuhhatus. Counsel to XO 
Cniiiiiiuni~atiiin\. to h1:irlene Dirrtch. Seuetar!. FCC. CC 110~dd Nn. Y h -  115. 21 2 (f i led Ocl. 19. 2006): let lei^ i r r m  
kai~rn Reid!. \!ke Presideiil. l?e~ul;ilor! Aii;iii\. COhW1~I:lL I,> h4;iilene 13. ll<x!<,h. Secueliir!. FCC. CC Dix’het 
N) .  W - I  I 5  i l l  I (t i led Dec. Is .  ?Otlhi iCOhlPTEI~ Dee, 1s. YUIh / I \  P ,o . icLe~ier~ .  
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protection of CPNl i n  theii- service a ~ r z m e n t s . ' "  However. nothing in this Order exempts carriers 
sei-\,in? wireline entrrpi-ise and wireless business account customers from section 222 or the remaindei- of 
the Conimission's CPNl  I-ules. 

B. Notice of Unauthorized Disclosure of CPNI 

26. W e  agi-ee with EPIC that carriers should be required to notify a customer whenever a 
security hi-each lresults i n  that customer's CPNl hein: disclosed to a third party without that customer's 
authoi-ization." Howevei-. we also appreciate law enforcement's concern ahout delaying customer 
notification in ordei- to allow law enforcement to investigate crimes." Theirfore. we adopt a rule that we  
believe balances a customer's need to knou3 with law' enforcement's ability to undenake an invesliption 
of suspected criminal activity. which itself mipht advance the goal of consumer pi-otection." 

27.  In conjunction with the general rulemaking authority under the Act?' section 222(a). which 
imposes a duty on "[elvery telecommunications carrier 
information." provides ample authority for the Commission to require carriers to repon CPNl breaches to 
law enforcement and pi-ohibit tlieni from disclosing hi-eaches to theii- customers until aftei- Ian? 
enforcenienl has been notified. Notifying law enforcement of CPNl breaches i s  consistent with the goal 
of protecting CPNI. Law enforcement can investigate the breach. which could result in legal action 
against the perpetrators. thub ensui-in: that they d o  not continue to breach CPNI. When and if law 
enforcement determines how the breach occurred, moreover, i t  can advise the carrier and the 
Commission. enabling industry to take steps to prevent future breaches of that kind. Because law 
enforcement will be informed of a11 breaches. it will he better positioned than individual carriers to 
develop expenise about the methods and motives associated with CPNl  bi-eacheh. Apain. this should 
enable law enforcement to advise industry. the Commission. and perhaps Congress regarding additional 
measures that might prevent futui-e breaches. 

to protect the confidentiality of proprietary 

28. The requirement that carrier5 delay customer notification of breaches until aftei- law 
enforcement has been notified i s  also consistent with these goals. Once customers have been notified, a 

9o These business customers are able to reach customer service representatives without going through a call center. 
If the business customer must go through a call center to reach a customer service representative then this exemption 
does not apply to that customer. 

91 See EPIC et al. Comments at 15: see also, e.g.. CaPUC Comments at 3 (recommending the adoption of a rule that 
carriers notify a customer when the carrier discloses a customer's CPNI without customer consent); MetroPCS 
Comments at 9 (stating that i t  notifies a customer through a text message anytime that i t  releases CPNI); Verizon 
Wireless Oct. 18. 2006 Ex Parte Letter at 2 (arguing that customers should he aware if a carrier disclosed their data 
to a third party): NNEDV Nov. 30.2006 Ex Pone Letter at 3 (arguing for a victim to he notified prior to law 
enforcement). 

'' See DOJIDHS Comments at 14: Letter from Paul 3.  McNulty. Deputy Attorney General. United States 
Department of Justice. to Kevin 1. Martin. Chairman. FCC. CC Docket No. 96-1 15 (filed Dec. 28.2006) (DO1 Dec. 
28. 2006 Ex Pane Letter): Letter from Joseph E. Springsteen. Trial Attorney. United States Department of Justice. 
to Marlene H. Donch. Secretary. FCC. CC Docket No. 96-1 15 (filed Mar. 13.2007). 

"See DOJ Dec. 28. 2006 E x  Parir Letter: see also Cal. Civ. Code 5 1798.82 (permitting law enforcement to delay 
customer nolification of hreaches of security i fa  law enforcement agency determines the notification will impede a 
criminal investiption): N.Y. Gen. Bus. Lsw 5 899-aa (permitting law enforcement lo delay customer notification of 
hreaches of security i l a  Iau' enforcement agency delerniines the notification impedes il criminal investigation). 

Section 201ih) :iulhorizes the Ciimnii~siiiii 113 "presci~ibe\ such rules and regul:ilionz iix m:ig he necessaiy i n  the 
Iwhlic inlereil to c:iiny O U I  the pr(ivisiniih ot'thix Act." inc,ludinf section 2 2 2 .  35 U.S.C. $ 2 0 l l h ) .  Section I r.h;iife> 
lhr Cimniis~iiiii u i t h  "prwioling ufet! ol'liic ;iiid prcipei~iy thr<>ugli the LIT ( 1 1  11 iic :~nd riidiii L.oiiiiiiiiiiii.iiliiin:. 1 5  
L1.S.C.t 151 .  
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hreach may become public knowledge. thereby impedinf 1 a ~  enforcement's ability to investigate the 
breach. identify the perpetrators. and determine how the breach occurred. In  short. immediate customer 
notification may compi-omise a l l  the benefits of requii-ing cai-I-iers to notify law enforcement of CPNl 
breaches. A short delay is \w~-~-anted.  therefore. with the proviso that call-iet-s may notify custoniers if 
thei-e is an urgent need to do so to avoid immediate and irreparable harm. 

29. A telecommunications cai-rier shall notify law enforcement of a breach of its customei-s' 
CPNl no later than seven business days after 3 i-ea.sonablr determination of a breach by sending electronic 
notification through a central reponing facility lo the United States Secret Service (USSS) and the Federal 
Bureau of Investigation (FB1Lq5 A telecommunications can-ier may notify the customer and/or disclose 
the breach publicly aftei- seven business days following notification to the USSS and the FBI, if the USSS 
and the FBI have not requested thal the telecommunications camier continue to postpone disclosure.% A 
telecommunications can-ier. however. may immediately notify a customer o r  disclose the breach publicly 
after consultation with the relevant investigative agency. if the carrier believes that there is an 
extraordinarily urgent need to notify a customer or class of customers in Order to avoid immediate and 
irreparable harm.97 Additionally. we  require can-iers to maintain a record o f  any discovered breaches. 
notifications to the USSS and the FBI regarding those breachrh. as well as the USSS and the FBI response 
to the notifications for a period of at least two  years. This record must include. if available, the date that 
the carriel- discovered the hreach. the date that the can-ier notified the USSS and the FBI. a detailed 
description of the CPNl that was hi-eached. and the circumstances of the breach. 

30. We reject commenters' argument that the Commission need not impose new rules about 
notice to customers of unauthoi-ized disclosure hecause competitive mal-ket conditions will protect CPNl 
from unauthorized disclosui-e.'$ If customers and law enforcement agencies are unaware of pretexling 
activity. unauthorized releases of CPNl will have little impact on carriers' behavior. and thus provide 
little incentive fo r  c a i ~ i e r s  to prevent further unauthorized  release^.^' By mandating the notification 
process adopted here. we better empower consumers to make informed decisions about service providers 
and assist law enforcement with its investigations. This nolice will also empower  caiTiers and consumei-s 
to take whatever "next steps" are appropriate in light of the customer's paiiicular situation.'" 

3 1 .  We clarify, however. that nothing in today's Order is intended to alter existing law regarding 
customer notification of law enforcement access to customer records. Therefore, for example, when 

The Commission will maintain a link to the reporling facility at u,ww.fcc.Pov/eh/cpni, 95 

% If the relevant investigating agency determines that public disclosure or notice to customers would impede or 
compromise an ongoing or potential criminal investigation or national security. the law enforcement agency may 
direct the carrier not to disclose the hreach for an initial 30-day period. This 30-day period may be extended by the 
law enforcement agency as reasonably necessary in the judgment ofthe agency. The law enforcement agency shall 
provide in writin€ to the carrier its initial direction to the carrier and any subsequent direction. 

97 A telecommunications carrier should indicate its desire to notify its customer or class of cuslomers immediately 
concurrent with its notice to the USSS and FBI of a breach. 

See. e.8.. Charter Comments at 7-9 (discussing how market forces give carriers incentive to protect CPNI): Time 
Warner Comments at 6 (noting thal AOL has markei incentives to protect its suhscrihers' personal information). 

See. q.. Charter Comments at 8 (noting that recent studies demonstrate that nearly 6U% of consumers either 
terminate service or consider switching service providers uhen a company fails to protect personally identifiable 
informalion): NASUCA Comments a' 26 (arguing that the Commis\iiin should not rely alone on the "good husiness 
wise-' of carriers to notify their customers of 3 security breac,h). 

donier~ic. \,i~dem.r. . . . iiiid iilw iillin~ individu;il> IC) piiiniic 171 n:itr c , l a i i i i k  i i p i i i i \ t  the pielexlei 01 permi eniplii!iiig 
the preteh'er." EPIC ( ' I  (11. C imimr i i l~  ill 15. 

As EPIC m t e \  I? i~ie3\;inipIe. wi.h niilii~e will "~IIIIN indi\ itlu;il\ I i ,  take ac l i i i i l h  10 awiid slalkinf or l,l,l 
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CPNl is disclosed pursuant to {he "except 3% requii-ed by law" exception contained in section 222(cK 1 ). 
such disclowi-e does  not trigger the carriel-'\ ohligation to notify a cuslomer of any "unauthoi-ized" acCrFS 
to CPNI.'" ' W e  funher  clarify that nothing in today's Order is intended to mandate customer notice w h i n  
providers of covered services are pet-miwd by law 10 disclose custoniers' ptrsmal inrormahon. such ah \o 
"prolecl Ihe rishts or properly of !he carrier. or to protect users of those services and other carriel-s from 
fraudulent. abusiw. or unlawful use of. or subscripiion to. such services."'" Funher. we do not intend to 
supersede any statute. regulation. order. or interpretation in any state. except to the extent that such 
statute. r ep la t ion .  oi-der. or intei-pretation is inconsistent with the provisions of this section. and then only 
to the extent of the inconsistency. 

3 2 .  Ci~r7rrrir of C I I . F I O I ~ I C I - ~ Y O ~ ~ ~ ~ ~ .  W e  decline to specify the precise content of the notice that 
must he pi-ovided to customers in the event of a security hi-each of CPNI. The notice requirement we 
adopt in this proceeding is eeneral. and we recognize that nuniei-ous types of circumstances - including 
situations other than preterting - could result in the unauthorized disclosure of a customer's CPNI to a 
third pany.  Thus. we leave carriers the discretion to tailor the language and method of notification to the 
circumstances."' Finally. we expect cai-riers to cooperate fully in any law enforcement investigation of 
such unauthorized irelease of CPNI 01- attempted unauthorized access to an accoum consistent with 
statutory and Commission requirements. 

C. Additional  Protec t ion Measures  

33. Guarding Against Prerel-ting. W e  agree with commenters that techniques for fraud vary and 
tend to hecome more sophisticated over time. and that carriers need leeway to engaye emerging threals.Iw 
W e  therefore clarify that can-iei-s are free to holstei- their secui-ity measui-es through additional measures to 
meei their section 222 obligations to pi-otect the pi-ivacy of CPNI.'" W e  also codify the existing statutory 
I-equirement contained i n  section 222 of the Act that can-iers take reasonahle measures to discover and 
protect against activity that is indicative of pi-etexting.'Oh A s  we discuss below. adoption of the rules in 
this Order does no1 relieve carriers of their fundamental duty to remain vigilan1 iii their prolection of 
CPNI; nor does it  necessarily insulate them from enforcement action for unauthorized disclosure of CPNI. 

34. Although we  expect that carriers will use forms of self-monitoring to comply with this 
obligation, at this time we allow carriers 10 determine what specific measures will best enable them lo 

lo' See DOJiDHS Comments at 14. In particular. a carrier is not required to notify the suhject of a lawful 
investigation that law enforcement has sought or obtained access to the subject's telephone records. which could 
jeopardize the investigation. As the Department of lustice explains, Congress already has established a structure for 
customer notification of law enforcement access l o  customer records for providers of certain services. and by our 
action today we do not disturb the balance Congress has struck on this issue for such providers. See id. at 15-16 
(citing I8 U.S.C. $5 2701 et seq.). 

Io' 47 U.S.C. $ 222(d): see also I8 U.S.C. $ 2702 

NASUCA urges carriers to provide individualized notice to customers in the event of  a security breach because I03 

notice in a bill may not he read by the customer. See NASUCA Comments at 7-8. 

'"See. eg.. CTlA Comments at 6 (explaining that carriers must respond to a constantly evolving threat from 
pretexlers who become more knowledgeable with every call lo a carrier's customer service representatives). 

For example. severill carriers already volunlarily r e h e  to divulge call detail information directly over the 
telephone even with posswiird proleclion. SCP.  r . ~ . .  Letter from Brian F. Fontes. Vice Pre5ident. Federal Relalinns. 
Cingular Wireless LLC. to Marlene H .  Dol-lch. Secretai-y. FCC. CC Docket No. 96- I 15 (filed Sepl. 29. ?(K)h): Lener 
from William F. Maher. Jr. .  Counsel lix T-hlnhilr USA. lnc.. 10 Marlene H.  Dorlch. SeL.relar!. ITC.  CC Docket 
N o  96- I 1 5  a1 2 (filed Dec. 3 .  2OOh!. 

Srdinn 22?1:11 ~ii'llie Ac.1 impibe> ;I ;ener;ill! dill! 1111 cirriers 117 "pnilrcl lhe ~~iinfidenli;llil! ~ i l p t ~ i p r i e l ~ i r !  
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in) By codifyng' :I genel-al requil-ement to take 1-easonable ellsure compli;\nce u i t h  this iqtri i i .msnt.  
nlencures to discover and pi-otect asainst activity that is indicative of pietextins. we  permit carriers to 
weish the benefits and burdew of pal-ticular methods of possibly detecting pretexting. This  appl-oach will 
3110~' cn1-riel-s to impl-ove the security of CPNl in the most efficient manner possible.'"s and bettel- enable 
small businesses to comply with our rules. 

35. W e  stress OUI- expectation that carriers mi l l  take affirmative measures to discover and protect 

and iremind carriers that the Act imposes on them the duty of instituting effective measures to 
against activity that is indicative of pi-elexling beyond what is required hy the Commission's CUI~PI I I  

i d e s .  
protect the pi-ivacy of CPNI.' "' Mol-eover, as discussed i n  the Enfoireinent Section, infra,"' by requiring 
c m i e r s  to demonstrate that they have taken adequate measures to sunid  aeninst pretexting. we give 
carriers adequate incentive lo uncover situations where they have released CPNl to a third party without 
authorization. We anticipate that a carrier that practices willful blindness with regard to pretexting would 
1101 be able to demonstrate that i t  has taken sufficient measures to guaid against pretexting. Although, we 
d o  not adopt specific rules in this 01-der that fully encoinpass this affii-mative duty, we  seek comment in 
our Further Notice on whether the Commission should require carriers to utilize audit trails and comply 
with ceilain data retention requirements."? 

l i l9 

36. Ner1m.k Swurir i~.  In response to EPIC's encryption proposal. we  make clear that carriers' 
existing statutoi-y obligations to pi-otect their customers' CPNl include a requirement that carriers take 
reasonable steps. which may include encryption. to protect their CPNl databases from hackers and other 
unauthorized attempts by third paities to access CPNI."' Although several carriers repon that they have 
looked for. hut not found. attempts by outsiders to penetrate lheir CPNl databases d i r e ~ t l y . " ~  commenters 
also repon that pi-etexters' methods foi- gainins access to data evolve ovei- time." A s  carriers take 
stronger measures to safeguar-d CPNI. data brokers may I-espond by escalating their techniques to access 
CPNI. such as through hackins. Therefore. although we decline at this time specifically to require 
carriers to encrypt their CPNl databases. we  interpret section 222 as requil-ing carriers to protect CPNl 
when i t  is stored in a carrier's databases.Ilh 

See. e+. Missouri PSC Comments at 3 (pointing out that audit trails are useful when tracking and prosecuting 
entities h a t  obtain CPNl dishonestly or inappropriately): NCTA Comments at 4 (arguing that while audit trails do 
not deter pretexting. they can help carriers identify and investigate security breaches after they have occurred). 

lo' Moreover. as numerous commenters observe. publishing criteria for identifying suspect calls or calling patterns 
or online attempts at access would aid pretexters more than i t  would enhance security. See, e.&. CTlA Comments at 
3: T-Mobile Comments at 4: US Telecom Comments at 3-4 (arguing that overly-specific rules risk giving pretexters 
a "roadmap"). 

IO9 This expectation is reasonable given that the problem of pretexting emerged notwithstanding the Commission's 
current rules. 

"'47lJ.S.C. 5 222(c):47C.F.R. 5 64.2009. 

IO7  

See infro Section 1V.I. 1 1 1  

'Iz See Further Notice at paras. 69-70. 

' I 3  See EPIC Petition at I I 

' I d  See. e.&. AT&T Comments at I S -  16: Cinplar  Commenls 31 13: Veriron Wireless Comments at I I .  

Spe. e.8.. Centennial Reply at  7. 

Comnienlers r epw that the rhpeiise ~ i f e n i ~ i y t i o n  \viiuld he \ ~ ~ h \ t : ~ n t i : ~ I .  :ind w i d d  hr iilliniited value i n  

113 

I I,, 

protecting :ig;iinhl pi-elexling. S w .  c Veiiz~iii \'v:irrles\ Cwiimrnb :II I I .  Sl ime w'i~ieih ievei-theless may find 
il l i l l  r i i c w I 3 t i o i i  i.uiientl! i s  ;I ~ ~ ~ h - c i l ~ ~ ~ ~ i i v c  \\:I! 1 0  iiic.rr:i\c i l i c  m.iiiil! ( 0 1  C'PN S W  c y . .  Alllel Comment% :II h 
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37. We modify out- rules to require telecommunications carriers to obuiii opt-in consent from a 
custoinet- heiot-e disclosins that customer's CPNl to a carrier's joint venture partner or independent 
conwactor COT the purpose of m a r k e ~ n s  communications-related services to that customer."' While we 
realize [hat this is a chan,oe in Commission policy. we find that new circumstances force us to reassess our 
existing regulations. As we have found previously. the Commission has a substantial intel-est ill 
protecting customer privacy. 
opt-in framework for the sharing of CPNl with joint venture partners and independent coiit~-actors for the 
purposes of marketing conimuiiications-related services io a cusiomer both directly advances our interest 
in protecting customel- privacy and is na~-i-owly tailored to achieve our goal of privacy PI-oiection. 
Specifically. a n  opt-in regime will moir effectively limit the cii-culation of a customer's CPNl by 
maintaining it in a carrier's possession unless a customer provides informed consent for its release. 
Moreover. we find that an opt-in regime will provide necessary informed customer choice concerning 
these information sharing relationships with other companies. 

Joint Venturc and Independent Contractor Use of CPNl 

I 

~ 

I 
' ' 8  Based on this and i i i  light of new privacy concer~is. we noa3 find that an 

I 

I 

I 

38. In the N i i t i w .  the Commission sought comment on wherhei- the existing opt-out regime is 
sufficiently protective of the pi-ivacy of CPNl when CPNl is disclosed to telecommunications carriers' 
joint venture panners and independent contractors. and whether the Commission should instead adopt an 
opt-in policy for this type of CPNl sharing."" The cui-rent opt-out regime allows for carriel-s to share 
CPNl with joint venture panners and independent conlractors for the purposes of marketing 
communications-related services after providing only a notice to a customer.'" The burden is then placed 
on the customer to opt-out of such sharing nn-anFements. If the customer does not respond. a carrier's 
sharing of customel- informarion with thew entilies is allowed. 

39. We find that there is a substantial need to limit the sharing of CPNl wiih others outside a 
customer's carrier to protect a customer's privacy. The black market for CPNl has y o w n  exponenlially 
with an increased market value placed 011 obtaining this data. and there is conci-ete evidence that the 
dissemination of this private information does inflict specific and significant harm on individuals, 
including harassment and the use of the data to assume a customer's identity.'?' The reality of this private 
information being disseminated is well-documented and has already resulted in irrevocable damage lo 
customers.122 While there are safeguards in our current rules for sharing CPNl with joint venture partners 
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(...continued from previous page) 
experience increased attempts to obtain CPNl through hacking or similar measures. we would expect all carriers to 
revisit whether encryption of CPNI databases would satisfy their obligation to take reasonable steps to protect CPNI 
databases from unauthorized third-party access. 

We do not helieve that this minor change to our rules will have a major effect on carriers because many carriers 
already do not disclose CPNl to third parties. See. e.g.. CTlA Comments at 12 (noting that most wireless carriers do 
not disclose CPNI to third parties or use it outside of a total service approach): US Cellular Reply at 2 (stating that it 
does not share CPNl other than in accordance with the total service approach). Additionally. we note that this opt-in 
regime does not in any way affect a carrier's permitted use of CPNl enumerated in section 222(d). 41 U.S.C. $ 
222(d). 

I17 

Sec Tliii-d Reporr aiid 01-der. 17 FCC Rcd at 1487.5-75. para. 33: see also. e.8.. Joint Commenters Comments at 1 I S  

16 (stating thal they do not dispute thai the Commission has a substantial interest in protecting privacy). 

See Norice. 2 I FCC Rcd at 1788. para. 12. 114 

1x'Sc'~~47 C.F.R. lt; 64.2007(h)(t): x~v( i l . so .  P.X.. NASUCA Comments at 9 (arguing that w i l h  an  iipl-nul policy 
"there i s  n o  aswrance llial any  implied ciinhenf would he 11-ul) infixnied"). 
111 Si,? K:.. ,c irImi pasa. 12 and acciinip;in! in; milch: l~eleplione Kruirds :ind Ptiw.! I'ti~te~~~ion Al.1 0 1  2006. H.K. 

S w  r .? . .  .~! ip io p:irii. I ?  ;~nd ;~~x'oiiip;~ii! ins i m w  

1709. 109th Ciln:. t3d Sehz. ~006l .  
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and independent cotitractoi-5.'' \ \ e  believe that these sal'esuards do not adequately protect a customer's 
CPNl in today's envii-onment. Specifically. we  find that once the CPNl is shared with a joint venture 
partnei- 01- independent conti-ac!or. {he cai-i-iei- n o  longei- has control over it and thus the potential for loss 
of !hi.; data is heizhtened."' We find that II carrier's section 222 duty to pi-otecl CPNl extends to 

situations where a carrier shares CPNl with its joint venture partners and independent contractors. 
However. because a carrier is no longer in a position to pet-sonally protect the CPNl once it  is shared - 
and section 222's duties may not extend to joint ventut-e paitners 01- independent contractors themselves in 
311 cases - we find that this shnring of data. while still permitted. wai-1-ants a requil-ement of express prior 
customer authorization."5 

40. W e  agi-ee with commenters that argue that the current opt-out notices allowing carriers to 
share information with joint \)enlure partners and independent contractors are often vague and not 
comprehensible to an  average customer.'" Funher. we  find that many consumer studies on opt-out 
I-egimes also reflect this consumei- confusion."' W e  do not believe {hat simply modifying our existing 
opt-out notice requirements will alleviate these concerns because opt-out notices d o  not involve a 
customer actually authorizing the sharing of CPNl in the first instance. but rather leave i t  to the carrier to 
decide whether to share i t  after sending a notice to a customer. which a customel- may or may not have 
read."8 While many customers accept and understand that can-iers will share their information with 
affiliates and agents - as provided in oui- existing opt-out rules - the!-e is less customel- willingness for 
their information to he \hared without their express authorization with others outside the can-ier-customer 
relationship.'" 

41. W e  disagree with commenters that assell that ;in opt-in approach will not serve to remedy the 
concerns I-aised i n  this pi-oceeding."" T h e  Attorneys Genei-al note that since February 2005, security 
b e a c h e s  have resulted in the pel-sonal information of over 54 million Americans being compromised.'3' 
With the growing interest i n  obtaining customer CPNl and the resulting increase in the number of security 
breaches. carriers must be more vigilant in protecting a customer's CPNl  from unauthorized disclosure.'3' 

47 C.F.R. 5 64.2M)7(h)(2). 

See. e.&. MoPSC Comments at 4 (asserting that there is a lack of control over third-pany recipients of CPNI). 

lZs See 41 U.S.C. 9 222. 

See, e.&. EPIC e1 a/. Comments at 7: MoPSC Comments at 5 

See Attorneys General Comments at 6 (noting studies surrounding Gramm-Leach-Bliley Act. including a study 
by Harris Interactive. Inc.): MoPSC Comments at 5 (notinE that during the state's rulemaking on CPNl protections. 
i t  found that the concept of opt-out was not understandable to the average consumer). 

See. e.8.. Attorneys General Comments at 6 (arguing that most customers are unlikely to read opt-out notices and 
therefore not know that they are giving affirmative consent to share their information): NASUCA Comments at 9 
(believing that customers might not read CPNl notices and thus they are unaware that they might need to rake 
affirmative action to prevent the sharing of their personal information). 

See. e.8.. EPIC et a/ .  Comments at 9- I O  (pointing to a series of studies finding that consumers supporl opt-in 
privacy policies generally): NASUCA Comments at 9 (arguing that opt-in approval better protects a customer's 
privacy and gives the customer more control over the sharing of their personal information): Privacy Rights 
Comments at 4 (arguing that only opt-in consent provides adequate privacy protection). 

Joint Commenters Comments at I ? :  TWTC Comments 31 16: Verizon Comments ill  2?-26: Verizon Wireless 
Comments at IO: DMA Reply at 1-2. 
I ? ,  

lzehruar! 2005  resulting i n  !lie 105s niintilrniaiion to at leiirl 51 million Anieriuns). 

126 

128 

I29 

Ser. r . g .  Alltel Comments a1 3-4: AT&T Comments at 17- 19: Cinfular Comments at 14: CTlA Comments a1 12: I20 

Altorney General Cnninient\ iii 7-Y Ini , t inp !hiit there me n w r  152 m;l,inr wc,tirit! hrrxhes reported since 
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11 stands to reason that placing customel-s' pel-sonal data i n  the hands of companies outside the carrier- 
customel- irelationship places cusloiners at increased risk. no1 only of inappi-opi-iat.: handling of the 
information. hut also of innocent mishandling or loss of conlrol over it. Funhei-. .%'e find that an opt-in 
regime will clarify cari-iers' information sh:rrins practices because it will foi-ce cnn'iers to pi-ovide clear 
and comprehensible notices lo their customers in order to gain their expiess authorization 10 engage in 
such activity. 

12.  We also disayree with coniiiientei-s that argue that ihe curl-ent opt-out approach is sufficient. 
and that in the event of a breach. a cai-rier can terniinate its relationship with the joint venture partner 01 

independent contractor. or that the Commission can simply deal with the situation thinugh an 
enforcement proceeding."' We find that in the event of a hi-each of CPNl security. the damage is already 
inflicted upon the customer. We also find that the carrier cannot simply rectify the situation by 
terminating its agreement nor can Ihe Commission completely alleviate a customer's concerns about the 
privacy invasion throush an enforcement proceeding."' ' 

43. This minor modification of our rules seeks to nsn'ow the number of avenues available for an 
unauthorized disclosui-e of CPNl u;ithout eliminating a carriei-'s ability to slinre CPNl with its joint 
venture panners and independent contractors under cenain circumstances. We disagree that an opt-in 
regime's costs outweigh the benefits to customers.'3s While we appreciate commenter concern that 
can'iers may need to engage i n  hi-oader marketiny campaigns foi- their services as a result of an opt-in 
regime. we believe that this cost is outweighed by the carriers' duty to protect their customers' private 
information. and more importantly. customers' interest in maintaining conti-ol over their private 
information."' Thus. we believe that an opt-in regime is the least restrictive means to ensure that a 
customel- has control ovei- it5 private information and is not subjected to permanent harm as a result of a 
carrier's disclosure of CPNl to one of its joint venture panners or independent contractors.'" 

44. We disagree with commenters who assen that an opt-in regime foi- disclosures to joint 
venture palmers and independent contractors fails the Cenrral Hudson lest'" for the regulation of 
commercial speech.'" We recognize that more than seven years ago, in U S .  Wesr, Inc. v. FCC, the 
United States Court of Appeals for the Tenth Circuit held that the Commission had failed, based on the 
record in that proceeding, to satisfy its burden of showing that an opt-in rule passed the Cenrral Hudson 
test.14o That decision, however, was based on a different record than the one compiled here and, in 

See. e.g.. Cingular Comments at 14: COMPEL Comments at 4 

We note that while our enforcement actions may act as a deterrent to a carrier's unauthorized use of CPNI. they 

See. e.&. BellSouth Comments at 26-27. 

133 

cannot undo the harm to a customer after a breach. 

I" Compare Verizon Comments at 26 wirh 41 U.S.C. $ 222. 

We note that this minor modification to our rules does not affect the opt-out regime for intra-company use of 
CPNl beyond the total service approach. or the disclosure of CPNl to a carrier's agents or affiliates that provide 
communications-related services. 

I?? 

Cenrral Hudson. 441 U S  at 564-65. The Cenrral Hudson test provides that if the commercial speech concerns I38 

lawful activity and is no1 misleading. the pwnmen t  may restrict the speech only 
inlerest in regulating the speech. ( 2 )  the regulation directly and materially advances thai interest. and ( 3 )  the 
reylation is no more extensive than necessary to serve Ihe inlerest." Ceiirral Hiidson. 441 U.S 31 SM-65. 

Veriziin Ciininienl% :it ?.?-?5: Veriniii \4'il-rlrs> Ciinimrni% :II 11-12: BellSouth Repl!' i l l  .%Y: Ch:ircer Repl! III .?- 13: 
\'erizon Kepl! ill 2-8. 

t ( I 1  "has a substantial state 

Src .  c.;.. BellSouth Ci~mments at 27: 3oin1 Ciininienlel-s Comments at 14-16: TWTC Comments 31 16-17: I ,,I 

L?. \ \ 'CAI ,  iii,. I .  IFCC. IS21T.id 1 2 2 3 1 i ( R h C i i .  1 W L I i  
I,,. 
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particulai-. on I W O  preinihes that :we no longer valid. Fil-st. the Tenth Circuit concluded that there was no 
evidence showins harm to priwcy interests from unauthorized disclosui-e of CPNI. "While protecting 
against disclosui-e of sensitive and potentially emban-assing personal information may be imponant in the 
abstract. we have no indic:rtion of how i t  may OCCUI- in reality with respect to CPNI. Indeed. we do not 
even have indication that the disclosure might actually occur:.''' The record in this proceeding, by 
contrast. is replete with specific examples of unauthorized disclosure of CPNl and the adverse effects of 
such disclosures on customei-s.'J' Indeed. in the Telephone Records and Privacy Protection Act of 2006. 
Congress recently found that unauthorized disclosure of telephone records i s  a problem that "not only 
assaults individual privacy but. i n  some instances. may funher acts of domestic violence or stalking. 
compromise the personal safety of lau, enforcement officers. their families. victims of crime. witnesses. 01- 

confidential informants. and undermine the integrity of law enforcement inve~tipt ions." '~ '  Second, the 
Tenth Circuit in U.S. IVr.yf concluded that the recoi-d "dlid] not adequately show that an opt-out sti-ategy 
would not sufficiently protect customel- privacy."'44 In this proceeding. however. substantial evidence 
shows that the current opt-out rules do not adequately protect customer privacy because most customers 
either do not read 01- do not understand carriers' opt-out notices.14i For example, the National Association 
of Attorneys General cites to "studies [that] serve as confirmation of u)hat common sense tells us: that in 
this hai-ried counti-y of multitahkers. most consumel-s ai-e unlikely to read extra notices that arrived in 
today's or last week's mail and thus. will not understand that failuie to act will be ti-eated as an 
affirmative consent to share his 01- her informa~ion." '~~ 

45. We find. based on the record in this proceeding. that requiring carriers to obtain opt-in 
consent from customers before sharing CPNl with joint venture partners and independent contractors for 
marketing purposes satisfies the Cmrral Hirdcori test. Specifically. we find that: ( I )  unauthorized 
disclosure of CPNl is a sei-ious and yowing problem: ( 2 )  the government has a substantial interest in 
preventing unauthorized disclosure of CPNl because such disclosui-e can have significant adverse 
consequences for privacy and safety:'" (3) the mol-e independent entities that possess CPNI. the greater 
the danger of unauthorized disclosure; (4) an opt-in regime dii-ectly and materially advances privacy and 
safety intei-ests by giving customers direct conuol over the disti-ibution of theii- private information 
outside the carrier-customer relationship; and (5) an opt-in regime is not more extensive than necessary to 
protect privacy and safety interests because opt-out rules, the alternative cited by the Tenth Circuit in U.S. 
Wesf, Inc. v. FCC, do not adequately secure customers' consent for carriers to share CPNl with 
unaffiliated entities. In short, given the undisputed evidence demonstrating that unauthorized disclosures 
of CPNl constitute a serious and prevalent problem in the United States today, we believe that carriers 
should be required to obtain a customer's explicit consent before sending such sensitive information 
outside of the company for marketing purposes. In light of the serious damage that unauthorized CPNI 
disclosures can cause, i t  is imponant that individual consumers determine if they want lo bear the 
increased risk associated with sharing CPNl with independent contractors and joint venture panners, and 
the only way to ensure that a consumer is willingly bearing that risk is to require opt-in consent. In this 
vein, we note that most United States privacy laws. such as the Family Educational Rights and Privacy 
Act, Cable Communications Policy Act, Electronic Communications Privacy Act, Video Privacy 

1 4 '  Id. at 1237. 

See mpra para. 10 and accompanying notes: see also. q.. Attorneys General Comments at 1-41 NASUCA Reply 

Telephone Records and Privacy Proleclion Act 01.206. Pub. L. No. 109.476. I20 Stat. 3.568. 5 2 ( 5 )  (2007). 

U.S. i 4 4 Z . v .  IIIC. 1.. FCC. 1x2 F..kl at 139. 

SCP suprir parii. 36 & nn.124-25. 

Auoriieyr General Cnmmrnl\ 111 (1. 

.\,',',,/,W, v..<. 14i,,\J. / ! I <  I .  /:rc I S ?  I:..? ill l 2 3 f l .  
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at 12. 
141 

111.1 

I d <  

I,,, 

.,- 



Federal Coininuiiicalions Commission FCC 07-22 

Protection Act. Driver's Privacy Protection Act. and Childi-en.s Online Pi-ivacy Protection Act. d o  not 
employ an opt-out appi-oach bul rather I-equii-e an individual's explicit consent hefore private information 
is disclosed or employed for secondai-y 

46. W e  disagi-ee with commenlers who  contend that requiring carriers to obtain opt-in consent 
from customers before sharing CPNl is unnecessary because. they claim. there is no evidence that dat;: 
brokers have obtained CPNl  from carriers' joint ventui-e partners and independent contractors. 149 Whiie 
it is true that the record does no1 include specific examples of unauthorized disclosure of CPNl  by a joint 
venture paliner or independent conti-actoi-. that does not mean unauthorized disclosure h?s not r .curred or 
will not occui- in the future. We see no reason urhy joint venture partners and i n d e p e n h t  coni , iors 
would be immune fi-om this widespread pi-oblem. While carriers ai-gue that pretexter3 ..o not focus their 
efforts on independent contraclors and .joint venture partners. we disagi-ee with commenterc who suggest 
that the governmental interests at stake in this proceeding are limited to the prevention of pretexting."" 
The  rules we are adopting are designed to curtail all forms of unauthorized disclosure of CPNI. not just 
pretexting. Unauthorized disclosure of CPNl by any method invades the privacy of unsuspecting 
consumers and increases the risk of identity theft. harassment. stalking. and othei- threats to personal 
safety." In this proceeding. comnientei-s have identified at least two othei- common forms of 
unauthorized disclosure of CPNI: computei- intrusion and disclosure by insiders.'" Indeed. evidence in 
the record supgests that 50-709 of cases of ident ip  theft arise from wrongful conduct by insiders." The 
recoi-d furthei- demonstrates that information security breaches are on the rise in this country. and it is 
axiomatic that the more companies that have access to CPNI. the greater the risk of unauthorized 
disclosure through disclosure by insiders or computer intrusion.'T4 Thus. by sharing CPNl  with joint 
venture panners and independent rontractoi-s. i t  is clear that cai-riers increase the odds of wronpful 
disclosure of this sensitive information. and hefore the chances of unauthorized disclosure are increased. a 
customer's explicit consent should be requii-ed. In any event. I-eturning to the issue of pretexting. we also 
reject the arpument that pretexters d o  not attempt to obtain CPNl from independent conlraclors and joint 

EPIC et a/. Comments at 9. Moreover. Verizon contends that consumers have found "the mechanics of the opt-in I48 

confusing" and have been reluctant to use opt-in. that is based on its experiences following the 
n's 2001 Clarification Order. See Verizon Jan. 29 Ex Pone Letter. Verses Decl. at para. 16. We note. 

however. that in the intervening years the use of opt-in approval methods appear to have become increasingly 
common. such as in the mobile wireless context. and thus we do not find Verizon's past experiences persuasive. 
See. e&, The Mobile Reidution Will Be Advertised. Wireless Business Forecast. 2006 WLNR 491 1016 (Mar. 23. 
2006) (discussing the use of opt-in approval processes in mobile wireless marketing): Betsy Spethmann, Next-Tech., 
Promo, 2005 WLNR 10551271 (July I .  2005) (discussing the use of an opt-in approval process by Verizon 
Wireless). 

See Verizon Jan. 29.2007 €.x Parte Letter at 3: Letter from William Maher. Jr.. Counsel for T-Mobile USA. Inc. 
to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at 3 (filed Jan. 25,2007) (T-Mobile Jan. 25 ExPorte 
Letter): Letter from Kathryn Marie Krause. Qwest. to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at 3 
(filed Jan. 18.2007) (Qwest Jan. 18.2007 Ex Pone Letter). 

'''See Verizon Jan. 29.2007 Ex P a m  Letter at 20-22: Lxtter from Kent Nakamura. Vice President and Chief 
Privacy Officer. Sprint Nextel. to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 15 at 1 (filed Jan. 26.2007) 
Sprint Nextel Jan. 26.2007 .Ex P u m  Letter): Letter from lames Jenkins. Vice President. United States Cellular 
Corp.. to Marlene Dortch. Secretary. FCC. CC Docket No. 96-1 I 5  at I (filed Feh. 5. 2007): T-Mohile Jan. 25. 2007 
EF Parte Letter at 3: Qwest Jan. 18.2007 E x  f u r re  Letter at 3:  Lener from Anisa Latif. ATBrT. to Marlene Dortch. 
Secretary. FCC. CC Docket No. 96-1 IS a1 I (filed Jan. 17. 2007). 
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